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Distributed Byzantine Computation Lecture
ScribeAvi Cohen

Byzantinenode taken overbysomebadadversary

dropmessages

randommessages

as bad as one can imagine

A node that is not Byzantine is called correct

f number of Byzantinenodes

LPS Dolev80I
Computation is possibleonly if f a min vertexconnofgraph ng

Graph G has vertexconn X if tu veG are connected by X vertexdisjoint

paths

Byzantine Agreement

n vertex completegraph

F B Byzantine nodes
Every u has initial value Xie 0,1

Agreement all correct nodesshouldoutput thesame bit

Validity If all correctnodes have the same Xi valuesthenthis should be the

output



The King Algorithm
all IDs in Chin

For node u Let x be theoriginal value of Ui O O O O O

E p t to fit do

R Broadcast valid to all nodes

II received valleysfrom If iodes
Broadcast propose yI If received propose w from Ftt nodes

Ke W

R J
in istheTing of thephase
Chip broadcast current value w to everyone

Caseuitupt If proposed was received from a n f 1 nodes

x king's value w

Lemma 1 validityholds

PI Say all correctnodes have Kio
Thenget val o from n f nodes

propose

The value is keptsince if cond of R does not hold I

Lemmat allcorrectnodes thatpropose in R2 propose the samevalue

PI u u correctnodes u proposed and u sendspropose y Assume x y

U received a n f nodes In 2f correctnodes

V Y

correctnodes n 2ft n If 2n Uf

nodes 7 2n 3f n contradiction I



Ca If Fu receivingpropose x from f e nodes

FV I y 11 11 11

x y

Proof I correctnode w sending propose x

I correctnode w sending propose y

By Lemma 2 x y

Lemmat Let p be a phase of a correctking then at theend of thephase all

nodesget theking'svalue andmaintain this value

Roof

Cast If cond of R holds

Casey Fu forwhichthe If cond doesnot hold

Let x bethe currentvalue of u

U received propose x n f nodes

n 2f correctnodes

King got propose x I n 2f ftt nodes

Kingvalue x El

Complexity Off rounds

Whatcan we do if thegraph is not a clique



Byzantine Broadcast for General Graphs

Byzantineedges SingleByzantineedge e

Adversarial congestModel

3 edgeconnectedgraph

In every round exchange oflogn bit withneighbors

Messages through e x y are corrupted

The adversaryknowseverything

Good Givensource s holdingmessage mo

all nodesshould outputMo Cansimplytake
majorityover
thepathsfrom
s to v

Today O D round alg Naiveandcostly
solution

forsimplicityassumeall nodesknow D or Oct approximation

Obe For every ft edgeconnectedgraph Gwithdiam D

it holds that Diam GIF 0 f D for every FEE IFI s f

j

hottest
comp in T 14 1

yy jgytreetini.ea.i
PERI

on V w
Trepath

Off D length

The observationimpliesthatthereisalways apathof reasonable length ignoringtheByzantine

edge e Sothere is hope



Covering family of a D diametergraph G is an ordered set

G G Ge

where Gi EG and 1 8 D

For everyedge eeG and tpath Peale of length at most cD

thereexists Gi EG S.t
1 PE Gi
2 e Gi

Example RandomizedConstruction

Gi G p p I I
Pr Gi covers Pe Giggs Iggy.gg G k t

A covering family G is locally known if given index i andCup
Knows if U V EGi

Byzantine BroadcastwithSingleByzantine Edge

Ref Flood mi messages on every subgraph Gies for OCD rounds

Gs

tÉy

Forfolffigondretceiving
acceptant from V

will accept m only if4,3
send acceptm to neighbors

G islocallyknown



Phase I can be implemented in O D rounds

Run in steps of 21 0 D rounds 1

Cevenbetter justworksubgraphbysubgraph for OCD rounds

Lemmata Nonode acceptsthewrongmessage

Let u bethe firstnodeacceptingwrongmessagebyroundnumber qq.gg gg
m it is received for Gi Sot u u Gi contradiction

Oba s u path P E Gl e of length E C D

and let Gi be s.t.PE Gi

then u receives mo i

Lemma all nodes accept

PE By induction on thedistancefrom s in G'le

Claim byround r all nodes at distance er from s in G e accept

consideranode v at distance rt

sincethe graphis 3 edgeconnected there is an SV

path P in GI curl e and IPI O D

By coveringproperty FG sot P EGi U V Gi acceptm

Bythe obs v received themessage Mo i

accepts mo I


