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WIS Secure Install on Mac

1. Open the email message you received from Internal Services, and click the link:
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internal.services@weizmann.ac.il @ 5 inbox - Exchange 5 December 2018 at 17:18 g
Secure Wireless Device 3 ELADCO Mac:20-c9-d0-da-83-e7 Device name:mac13 Q
To: elad.cohen@weizmann.ac.il,

Reply-To: wis-secure@weizmann.ac.il
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our Mac device to the WIS secure service.
process a code has beel lock and install the attached

Welcome and thank you for registerini
In order to complete tt +
certifical te.
To view the cofle click here and enter your Weizmann username and password

click here for instruc

COMM Team
IT Information Branch

Details:

Order Number: 3908232

Mac Address: 20-c9-d0-da-83-e7
Device Name: mac13

=

PDF

USERNDXME39082  wifi_policy.pdf
32.p12

2. Enter your user/password credentials in the browser window:

O o < El] @ erez.weizmann.ac.il © > o

Login

Username

USERNAME

Password
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3. Copy the provided password:

O ® <|> {J @ erez.weizmann.ac.il @] » |4

Weizmann Registration Process

A eladco Logout

Secure WIFI

Password For Certificate

Friendly name: macl3
Password: mjc77zsn

Yz

Set Screen Reader Mode On
release 1.0

4. Go back to the email, and open the attached file:
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internal.services@weizmann.ac.il @ 5 inbox - Exchange 5 December 2018 at 17:18 O
Secure Wireless Device 3 ELADCO Mac:20-c9-d0-da-83-e7 Device name:mac13
To: elad.cohen@weizmann.ac.il,

Reply-To: wis-secure@weizmann.ac.il
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Welcome and thank you for registering your Mac device to the WIS secure service.

In order to complete the registration process a code has been issued to unlock and install the attached
certifica! te.

To view the code click here and enter your Weizmann username and password

click here for instructions
Please contact Aharon Peretz at 3045 if you need further assistance.

COMM Team
IT Information Branch

Details:

Order Number: 3908232

Mac Address: 20-¢9-d0-da-83-e7
Device Name: mac13
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5. Add the certificate to the keychain:

[ ) Add Certificates

= Do you want to add the certificate(s) from the file
“ertffeate | ysERNAME-3908232.p12" to a keychain?

CHandard

e

Keychain: login

(o]

View Certificates Cancel Add

6. Enter the password from step 3:
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@ erez.weizmann.ac.il ¢ > l I

Weizmann Registration Process

A eladco Logout

Secure WIFI ‘ L

Password For Certificate

Friendly name: macl3

Password: mjc7 | ‘/\\ Enter the password for 'USERNAME-3908232.p12":
Password: |onnuo| I
~ | Show password
Set Screen Reader Mode On
release 1.0 Cancel m
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7. You can now connect to “WIS_Secure” from the Wifi menu:

DN eo o8

Turn Wi-Fi Off

boardprint 8 =
DIRECT-AD-HP PageWide ProPWA @ &=
DIRECT-FB-HP PageWide Pro 477... @ =
eduroam a8 =
ISE-TEST a =
ITSupport 8 =
RCONTROL-TEST a =
support_AP a =
webauth =
WICC-VOD a =
wis-matrix a8 =
WIS_Board =
WIS_DR 8 =
WIS_External =

WIS_Hotspot

WIS_Secure
WIS_Secure_Support a =

8. Change “Automatic” to “EAP-TLS” in the drop-down menu, and
select your username in the identity menu, then click Join:

s The Wi-Fi network “WIS_Secure” r

ma h .
o= LS G S m The Wi-Fi network “WIS_Secure” requires WPA2
* 7 enterprise credentials.
o
| L 4
Mode: = Automatic
Username: | \ Mode: EAP-TLS
Password: * Identity: | ISERNAME v
Show password Username:
Remember this networ| )
Remember this network
? Cance
g G
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eapolclient wants to change access permissions
of the “privateKey” item in your keychain.

E_! To allow this, enter the "“login” keychain password.

Password: Oocooooo|

? Always Allow

Deny Allow

9. Enter the password for your Mac and Select “Always Allow”.
10. Enter the password again and Select “Allow”.
11. That’s it, you are now connected to WIS Secure!

12. You can check that the ip 1s correct in System Preferences->Network:

O < dies Network

Location: Automatic

Wi-Fi —~
— X
Connected s Status:

° Bluetooth PAN 9

Not Connected

Thunde...thernet .~ _« )
o Not Connacted QY Network Name:
P Thunde...FireWire

Not Connected
P iPhone USB

Not Connected

Thunde...lt Bridge .~ _*

* Not Connected N7
802.1X:

O

Connected Turn Wi-Fi Off

&gure and has the

WIS_Secure

(o)

Automatically join this network

Ask to join new networks

Known networks will be joined autematically. If
no known netwerks are available, you will have
to manually select a network.

Default Disconnect

Authenticated via EAP-TLS
Connect Time: 00:00:36

Show Wi-Fi status in menu bar Advanced... ?
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13. You can prioritize WIS Secure by clicking Advanced, and dragging
it to the top in the Preferred Networks window. Click OK, and then

Network
— Wi-Fi
TCP/IP DNS WINS 8021X Proxies Hardware
Preferred Networks:
’ Network Name Security
WIS_Secure WPA/WPA?2 Enterprise
WIS_Hotspot None
eduroam WPAZ2 Enterprise
+ | — | Drag networks into the order you prefer.
Remember networks this computer has joined
Require administrator authorization to:
| Create computer-to-computer networks
Change networks
Turn Wi-Fi on or off
Wi-Fi Address: b8:e8
? Cancel OK




