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Abstract

This paper initiates an algorithmic investigation of higraphs, a formalism proposed
in 1988 that combines and extends graphs and Euler/Venn diagrams. We first provide
higraphs with a syntax and semantics that minimize ambiguities in the interpretation.
‘We then consider some basic properties of higraphs, such as shortest paths, Hamiltonian
cycles, bipartition, and minimum cover, and seek algorithms to test for them. In some
cases, like shortest paths, the algorithms and the bounds from graphs can be generalized
to higraphs, but in others, such as Hamiltonian cycles, the situation is not as clear.

1 Introduction

Higraphs, a combination and extension of graphs and Euler/Venn diagrams, were defined
in [4]. They are formed by modifying Euler/Venn diagrams somewhat, extending them to
represent Cartesian products, and connecting the resulting ‘blobs’ by edges or hyperedges.
Higraphs enable compact representations of sets of elements related set-theoretically, together
with some special relation on them provided by the edges. Several applications of higraphs
are discussed in [4] (see, e.g., [2, 8, 10, 11]), the main one (which was also the motivation for
defining higraphs) being the language of statecharts [3]. The Cartesian products — which in
statecharts depict orthogonal, or concurrent states — prevent certain representations from
growing exponentially in size.

Despite these applications, very little work has been carried out on the algorithmic prop-
erties of higraphs. One effort in this direction involves algorithms for detecting ambiguity in
instance pictures, which are higraph-based specifications of file system security constraints
[10, 11]. Also, some algorithmic problems have arisen during the implementation of the
STATEMATE and Rhapsody systems [8, 5], which support a number of higraph-based for-
malisms, including statecharts.

In the present paper we would like to initiate a wider study of algorithms on higraphs. In
order to do so, higraphs must first be provided with a syntax and semantics that minimize
the possibilities for ambiguities in their interpretation. In Section 2 we discuss a number
of possibilities for these, and choose the one that seems most consistent and intuitive. This
definition views higraphs as an extension of ordinary graphs, but one that can be exponentially
more succinct.
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Sections 3, 4, 5 and 6 define some basic properties of higraphs, including shortest paths
between configurations, Hamiltonian cycles, and bipartition. We seek efficient algorithms for
detecting these properties. As anticipated in [4], in some cases the algorithms and bounds
carry over with few changes from graphs, but in other cases the two formalisms behave
differently, due to the richer structure of higraphs.

Section 7 deals with compact representation via a minimum covering problem, which is
relevant to higraphs but not to graphs.

2 Definitions

In [4] a simple set-theoretic interpretation of higraphs was given, which was sufficiently open-
ended as to enable a variety of different applications. When blobs, the node-like elements of
a higraph, are interpreted as states in the behavioral description of a system and edges are
interpreted as transitions, one is led to the langnage of statecharts [3]. Other interpretations
of blobs and edges involve entities and relationships in database systems [3], object classes and
role relationships in object-oriented analysis [5], or file clusters and access rights in system
security [10, 11].

Since our goal is to produce results that are useful for most applications of higraphs, we
would like the syntax and set-theoretic semantics of higraphs to preserve the characteristics of
general sets and graphs as much as possible. A useful approach views higraphs as an extension
of ordinary graphs by AND/OR decomposition of vertices. The two essential ideas which
enable this extension are the provision for depth, or hierarchy (depicted by encapsulation),
and the notion of orthogonality, or Cartesian product (depicted by juxtaposed partitioning
using dashed lines). In the spirit of [3], we may write: '

higraphs = graphs + depth + orthogonality

These additions entich the succinctness of higraphs exponentially relative to graphs. In fact,
each of the two alone provides super-polynomial savings in the size of the description: while .
n vertices in a graph can represent n different entities, a higraph can represent ©(2") entities

with n blobs using orthogonality, and we shall see that it can also represent @(\/ﬁﬁ) entities
with n blobs using depth and blob intersection. Our ‘entities’ will be appropriately defined
sets of blobs, which, after [3, 9, 7], are called configurations.

Having defined the configurations of a higraph H, we can talk about its semantics in
terms of the induced graph Ga. The vertices of Gy are taken to be the configurations of
H, and there is an edge between two vertices in Gy if and only if there is an ‘appropriate’
edge in H. There are several possibilities for defining this, and we justify the one we adopt
on the grounds that other conceivable possibilities have unacceptable disadvantages. This
approach to semantics enables us to represent higraphs by means of ordinary graphs, and
thus to compare the algorithmic properties of a higraph with those of its induced graph. The
exponential gap between the two representations raises the interesting issue of whether the
properties we consider turn out to require exponentially worse algorithms for higraphs than
for graphs.

Throughout this paper we assume that higraphs have simple binary edges only (i.e., not
hyperedges as in [4]), and we assume that between two blobs there can be at most one edge
in each direction. We concentrate on directed higraphs, though most of our results hold for
the undirected case too. We also restrict ourselves to higraphs in which an intersection of
two different blobs is contained in at most one orthogonal component of each of the blobs.
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Figure 1: A simple higraph

2.1 Syntax

Definition 1 A higraph H is a quadruple (B, E,p,7), where B is a sel, the elements of
which are called blobs, and E, the set of edges, is a subset of B x B. In addition, p: B — g8
is the hierarchy function, defining the direct descendants of a blob, and 7w : B — 2BXB s the
partitioning function, ezplained below.

We let p* and pT be the reflexive transitive closure, and the irreflexive transitive closure,
respectively of p. We require that p* be acyclic, so that the containment graph (B, p'), where
p' = {(b,c):c € p(b)},is a DAG.

The partitioning function 7 is constrained to associate with each blob b € B an equivalence
relation 7(b) on the set p(b) of b’s descendants. This specifies the breakup of b into its
orthogonal components, which are the equivalence classes induced by w(b), and which we
denote by m1(b), ..., T, (b). We require that blobs in different orthogonal components of b are
disjoint. We also require that for any pair of blobs z and y that satisfy = & p*(y), v € p*(2),
and p*(z) N p*(y) # 0, the blobs in p*(z) N p*(y) are contained in exactly one orthogonal
component of x and one orthogonal component of y.

Now, the hierarchy of blobs can be captured by a strictly alternating AND/or DAG,
whose AND-vertices are the blobs in B. The successors of and AND-vertex b are OR-vertices
corresponding to b’s orthogonal components. The successors of an OR-vertex v that corre-
sponds to the equivalence class 7;(h) are AND-vertices, one for each element in m;(b). This
DAG is the AND/OR containment DAG of the higraph.

In Fig. 1 wehave B = {a,b,c,d,e, f,g,h,1,5,k,1,m,n,0}, E = {(i,h),(b,7),({,c)}, pla) =
{bacahaj}a ,O(b) = {dve}v p(c) = {61 f}? p(g) = {ha%}s P(J) = {kvl" m, ?2,,0} and p(d) il p(e) =
p(f) = p(h) = pi) = p(k) = p(1) = p(m) = p(n) = p(0) = 0. For each b ¢ {a, 3}, m(5) = p(b)
and m;(b) = 0 whenever ¢ # 1, since these blobs do not contain more than one orthogonal
component. In contrast, for a and j we have m1(a) = {b, ¢, h}, mo(a) = {j}, m(j) = {k,[,m},
and 7,(7) = {n,o0}. Fig. 2 shows the containment DAG of this higraph, and Fig. 3 shows its
AND/OR containment DAG.



Figure 2: The containment DAG of the higraph of Fig. 1
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Figure 3: The and /or containment DAG of the higraph of Fig. 1




Definition 2 A blob z is a superblob of y if y € p*(z). A blob b is elementary, or atomic,
if p(b) = 0. We say that b is a descendant of ¥, or that b' is an ancestor of b, if either
b=1"0 orb is contained in b'. Ifb is a descendant of b’ but b # b’, we say that b is a proper
descendant of b', or that b’ is a proper ancestor of b. Blob b is directly contained in blob o
if b is a proper descendant of b’ and there is no blob that is a proper descendant of b' and a
proper ancestor of b. We use ane(b) to denote the set of b’s ancestors, and we write anc(a, b)
if a € anc(b) or b € anc(a). For an edge e = (b1,bs) we denote the source blob b; of e by e,
and the target blob by by e;. We also let SUP(a,b) = {z : z is a superblob of both a and b}.

For example, in Fig. 1, e is a proper descendant of a, e is a proper descendant of b, and
e is directly contained in & but not in a. Also, anc(e) = {a,b,c,e}.

Definition 3 Two blobs z and y are orthogonal, denoted orth(z,y), if v = y or if there exisi
blobs b,c and d such that b contains r orthogonal components and there exist 1 < 1,7 < 7,
with i # 7, such that ¢ € m(b), = € p*(¢), d € 7;(b) and y € p*(d). A set of blobs X
is orthogonal if any two elements therein are orthogonal. An orthogonal set of blobs X is
maximal orthogonal if for each y € B, if y ¢ X then X U {y} is not orthogonal.

In Fig. 1, for example, orth(b, j), orth(c, k) and orth(e,n) hold, and {d,!,n} is an orthog-

onal set.

2.2 Configurations

The central notion needed for defining a useful set-theoretic semantics for higraphs is that
of a legal configuration of blobs, or simply a configuration. Before defining configurations,
however, we should comment on blob intersection. The relationship between orthogonal blobs
is intended to be an AND, depicting Cartesian product, and that of disjoint blobs is a XOR.
Similarly, as we shall see, ancestorship gives rise to a form of AND too. The question arises
as to the appropriate relationship between intersecting blobs, and we have chosen to take the
XOR approach here: blob a intersecting blob b means that a or b will not be allowed to be
both part of the same configuration. This is in contrast to [6], where an OR interpretation is

adopted for the intersection of states in statecharts; the reader can find justification for that
decision there.

Definition 4 A set of blobs C is a configuration if for any non-elementary b € C containing
r orthogonal components, | 1;(b) N C |= 1 holds for each 1 < i < 7, and in addition for any
beC, if p~l(b)#£ D then | p~H(b)N C |= 1.

A configuration, then, is the set of blobs corresponding to the vertices constituting a legal
trace of the AND/OR containment DAG of the higraph. This definition creates two symmetric
ways of capturing XOR — by nonintersecting subblobs or by intersecting suberblobs, corre-
sponding to a top-down and bottom-up branching in the DAG, respectively: If a and b are
non-intersecting and are contained in ¢, and ¢ contains no other blobs, then ¢ is the XORr of a
and b; and dually, if @ and b intersect and their intersection contains blob ¢ and none other,
then c is also the XOR of @ and b.

In way of justifying this definition, we can consider some of the alternatives. In [9], a
legal configuration of a non-overlapping statechart is defined as a maximal orthogonal set of
elementary elements (i.e., atomic ones, with no descendants). We could have done the same



Figure 4: The set {d} is not maximal
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Figure 5: Does this higraph contain a cycle?

here, defining a configuration as a maximal orthogonal set of elementary blobs. However,
as indicated in [6], this definition is not suitable for statecharts with overlapping states,
and for similar Teasons it is not suitable for higraphs with intersections. To illustrate one
of the problems with this definition, it seems natural that blob {d} in Fig. 4 should be a
legal configuration of elementary blobs, since it is contained in b, and b consists of a single
orthogonal component. However, {d} is not maximal. We should remark that the definition
of a configuration in the semantics of statecharts as implemented in the STATEMATE system
is consistent with the one we adopt here; see [7].

Another possibility is to adopt our definition above but to have configurations consist
of elementary blobs only; this way a configuration would correspond to the set of leaves,
not vertices, in a legal trace of the AND/OR containment DAG. The main problem with this
definition is that specifying only elementary blobs gives rise to ambiguities in the interpreta-
tion. For example, consider Fig. 5. Using the terminology of statecharts for convenience, we
may say that being in configuration {b} does not determine which of ¢ or d we are in. This
problem becomes more acute when handling edges, since we may ask the following kinds of
questions: (i) Does the higraph of Fig. 5 contain a cycle, although there is no edge from a
to d or to a blob contained in it, and there is no edge from ¢ or from a blob it contains to
a? (ii) Ts a related to {e, [} by the edge in Fig. 6, although {e, f} is not an element of b, the
target blob of the edge? Thus, it seems that a configuration must contain some appropriate
‘upward closure’ of its elementary blobs.

To substantiate our earlier remarks on succinctness, consider first Fig. 7, with n orthogonal
components. According to our definition, the 2n + 1 blobs yield 2" configurations. Also, for
higraphs with intersection but with no Cartesian products (i.e., no orthogonality) consider
Fig. 8 with a total of n blobs, /7 of which are the external, mutually intersecting ones,
another y/n are inside these and also mutually intersecting, and so on. The final /1 blobs

are in the middle and are mutually exclusive. Thus, n blobs yield \/ﬁﬁ configurations.
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Figure 6: What does the edge (a,b) mean?
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Figure 7: Succinctness of higraphs with Cartesian products but no intersections
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Figure 8: Succinctness of higraphs with intersections but no Cartesian products
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Figure 9: The pros and cons in edge semantics

2.3 Edge semantics

Higraph edges connect blobs. To define their semantics, we interpret them as constituting a
binary relation on the induced graph, i.e., as a binary relation on configurations. We shall
often borrow from statecharts the term transition to denote the effect of an edge in the
higraph on the corresponding pair of configurations in the induced graph.!

Definition 5 Given an edge e = (a,b) in a higraph H, if Cy and Cy are configurations, with
a € Cy and b € Cy, then e represents a fransition between C; and Cy in H'’s induced graph.

This is a simple ‘all-to-all’ interpretation. Its main advantage is simplicity, and graphs
induced by undirected higraphs are also undirected. Its main disadvantage is that it can some-
times be counter-intuitive. Fig. 9 illustrates this: We do not expect configuration {b, e, f} to
be a successor of {a,c, f} by the edge shown, since there is no reason to leave blob ¢; but by
our definition it is such a successor. The definition may lead to somewhat unnatural results
when a transition turns out to have a more global effect than anticipated. The problem is
that taking an edge between two blobs that share superblobs might not retain the superblobs
of the source blob even though they are also superblobs of the target blob.

In an attempt to avoid this difficulty, we could provide a semantics in which the edge (a,b)
represents a transition from a configuration ' containing a to a configuration C’ containing
b but such that z € ¢! whenever @ € (C' N SUP(a,b)). Such a definition seems to be quite
intuitive, since we expect a transition between blobs to cause the common superblobs that
appear in a source configuration to appear also in the corresponding target configurations.
According to this semantics, each blob in the source configuration that can legally appear
in the same configuration as the target blob will appear in every target configuration. With
this semnantics in mind, the only successor of {a, ¢, f} by the edge (a,b) in Fig. 9 is {b,e, f},
since ¢ and f are both superblobs of a and b, and hence have to appear in each target
configuration. On the other hand, if we were to add an edge (b, a) to the figure, then {a,c, f}
would be a successor of {b, e, f}. This example, under this alternative semantics, shows that
the graph induced by an undirected higraph may be directed, which is quite disturbing. In
fact, such a semantics causes higraphs that seem to be undirected to distinguish between
the “two directions’ of an undirected edge. Choosing a semantics that does not preserve the
undirectness of the higraph causes many of the properties defined for undirected graphs to
be irrelevant to the case of higraphs.

1\We assume that an edge is specified simply as a directed connection between one blob to another, without
indicating which of the superblobs we insist on ‘entering’ or ‘leaving’. These richer kinds of edges were adopted
in the overlapping statecharts of [6].
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Figure 10: Advantages and disadvantages of the edge semantics

We might try to alleviate this problem by providing a semantics in which the edge (a,b)
represents a transition from a configuration C' containing a to a configuration C’ containing
b if for every z € SUP(a,b)N(CUC") we have (p~1)*(z)NC = (p~1)*(z)NC’. Here,C'is a
successor of C' by edge (a,b) if and only if according to the previous semantics the undirected
edge (a,b) causes C’ to be a successor of C and C to be a successor of C’. Thus, we ensure
that the graph induced by an undirected higraph is also undirected. The only blobs that may
be contained in only one of the source and target configurations are the ones contained in the
‘smallest’ superblob that appears in both configurations. For example, in Fig. 9, the the edge
(a,b) defines the following pairs of mutually connected configurations: {a,¢, f} < {b,¢, f}
and {a,d, f} < {b,e, f}. This proposal suffers from two main problems. First, the set of
successors is often not the one we would intuitively expect. Second, and more important, in
some cases the set of successors of a configuration containing the source blob may be empty.
In Fig. 10, the configuration {f,d, a} has no successor by the edge (a,b).

We have thus decided to stick to the simple all-to-all semantics for edges.

3 The shortest path problem

In this section we work with weighted higraphs, for which there is a weight (or length) I(e)
attached to each edge e. Paths are taken to be paths of transitions between configurations,
as in Def, 5.

Definition 6 The shortest path between two blobs s and t in a higraph is defined as the

shortest path in the induced graph between any configuration containing the source blob s and
any configuration containing the target blob t.

For convenience, we will denote by dists(b) (or by dist(b) if s is clear from the context)
the length of the shortest path between the source blob s and a blob b.

We present an algorithm for higraphs with unit lengths, i.e., with i(e) = 1 for all e € E,
and two algorithms for higraphs with positive lengths. Under these assumptions, just like
with ordinary graphs, the algorithm for finding the shortest path between two given blobs
and the algorithm for finding the shortest paths from a given source blob to all others, are
essentially identical.

3.1 Unit-length edges

The algorithm SP1 we now present is an extension of Moore and Dijkstra’s algorithm for
ordinary directed graphs with unit-length edges [1].



The idea is to assign labels to blobs, with b’s label, d(b), capturing the length of the
shortest path found so far from the source blob s to b. First, we assign label 0 to all the blobs
that can be in the same configuration with s. We then iterate, so that in the i’th iteration the
algorithm assigns label ¢ to all as of yet unlabeled blobs that are contained in a configuration
that can be reached by traversing an edge from some configuration containing a blob labeled
i — 1. In order to improve the algorithm we employ a variable L, whose value is the set of
blobs that are not end-points of any of the edges already handled.

Algorithm SP1

1 procedure d(s,1)

2 L — B-{s}

3 for each b€ Bdo d(b) —oco end

4 for each b € B such that (anc(h,s) or orth(b,s)) do d(b) < 0 end
5. 1+ 0

6. while d(t) = oo and 3b € B such that d(b)=1¢ do

7 for each b € B such that d(b) =i do LabelSuccessors(b) end

8 7 —1+1

9. end

10. return (d())

11. end

12.  procedure LabelSuccessors(b)

13. for each e € E such that (e; = b and e, € [) do

14. L—L- {63}

15, for each w € B such that (d(w) = oo and (anc(es, w) or orth(e;, w))) do
16. d(w) —i+1

17, end

18. end

19. end

SPi terminates when the target blob has a label other than oo, or when there is an
iteration of the loop in lines 6-9 in which no blob is assigned a label. Since the label on
a blob can be changed at most once, and since there are finitely many blobs, SP1 always
terminates.

To show that SP1 really computes the distance between s and t, we show, by induction
on d(b), that upon termination d(b) = dists(b) for each b € B. For b = ¢, this is what we
want.

Clearly, d(b) is assigned 0 if and only if it gets assigned in line 4, and this happens if
and only if b has the property that it can be in the same configuration with s, and hence
dist(b) = 0. Now, since each blob can be assigned a label other than co at most once, and
since labels are assigned to the blobs in non-decreasing order, we may assume by induction
that for every d(b) < i we have dist(b) = d(b). In iteration i + 1 of the loop in lines 6-9 we
assign label i 4+ 1 to each blob b with d(b) = oo and with the property that a configuration
containing b can be reached by traversing one edge from a configuration containing a blob ¢
with d(c) = i. Thus, each blob b assigned a label in this iteration is at distance 1 from a blob
which, by the inductive hypothesis, is at distance 7 from s. Hence, such a b is at distance
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i+ 1 from s. On the other hand, any blob that is at distance 1 from a blob that is at distance
i from s, indeed gets assigned the label 7 + 1.

To analyze the time complexity of SP1, let n = |B| and m = |E|. Since the algorithm
changes the label of each blob at most once, it can enter the loop in lines 6-9 at most once
for each blob. Thus, LabelSuccessors is executed at most once for each blob, and hence is
executed at most n times altogether. The main loop in this procedure (lines 13-18) is reached
at most once for each edge (b, v), but the assignment in line 14 causes it to be executed at most
once for each blob v € I, and hence it is carried out a total of at most n times. Consequently,
the algorithm’s complexity depends on the difficulty of evaluating the test in line 15, which is
dominated by computing the number of blobs that can appear with a given blob in the same
configuration; namely, the number of blobs that are ancestors or descendants of a given blob
or are orthogonal to it. In the worst case this takes time O(n) for each blob, by searching
the DAG of blobs (see Section 3.2.1). Thus, the worst case time complexity of SP1 is O(n?).

In the special case where H happens to be an ordinary directed graph, the complexity
O(m), since the test in line 15 takes only constant time. Thus, on graphs algorithm SP1 is
comparable to known algorithms [1], though the constants might be larger.

3.2 Positive edge lengths

This section presents two algorithms for finding shortest paths in higraphs with positive edge
lengths. Algorithm SP2 is another variant of the Moore and Dijkstra algorithm [1]. Algorithm
SP3 is less similar to known algorithms, but for most higraphs it will be more efficient than
5P2,

3.2.1 Algorithm SP2

The algorithm performs |B| iterations, at the start of each of which B is partitioned into
two subsets, S and T, with s € §. Each blob b is assigned a label d(b) that we shall prove
has the following properties: (i) if b € S, then d(b) = dist(b), and (i) if b € T, then
d(b) = mineEE,eSES,anc(eg,b)(d(es) + l(e))

For b € T, d(b) will be the length of the shortest path from s to b, subject to the condition
that all the blobs along that path, with the exception of b, are in 5.

Algorithm SP2
T — B
for each b€ T do d(b) «— oo end
for each b € T such that anc(a,b) or orth(a,b) do d(b) — 0 end
while 7' # () do
find b € T such that d(b) = miny e d(b")
T —T-{b}
for each ¢ € F such that e; = b do
for each b’ € T such that anc(es,b’) or orth(e;, b') do
d(b') — min(d(¥'), d(es) + I(e))
end

end
19 end

Sof =y P Telh

=)
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Figure 11: The DAG for a ©(n)-blob higraph with ©(n) descendants or ancestors

The proof of correctness is similar to that of the Moore and Dijkstra algorithm [1]. In
each iteration of the loop in lines 4-12, one blob is deleted from T', and hence the loop is
executed |B| times, and algorithm SP2 terminates.

We shall prove that whenever algorithm SP2 reaches line 5, any blob b that satisfies
d(b) = minyer d(b') must also satisfy d(b) = d(b). Clearly, there exists a path of length d(b)
from s to b. To show that there is no shorter path, consider any path g from s to b, and
divide it into two parts: 1, going from s to ¢, and p2, going from d to b. For ¢ and d we thus
have either anc(e,d) or orth(c,d). This division is such that one of ¢ or d is the first blob of
T to occur along . If ¢ € T, then |p1] > d(c) (since d(c) is the length of the shortest path
to ¢ that passes only through blobs in S) and d(c¢) > d(b) (since b is the next element in T' to
be added to §). Thus, |u1| > d(b). If ¢ € S, then d € T, and hence || > d(d) > d(b). Since
|2] = 0, in both cases || > d(b). This concludes the correctness proof.

For the complexity analysis, letting n = |B| and m = |E|, as before, we shall see that
the time depends to some extent on the data structure used. Clearly, the complexity of SP2
depends on the main loop in lines 4-12. Each iteration in line 5 requires |7'| comparisons, so
that the total number of comparisons will be n+(n—1)+...4+1 = (n+1)n/2. The complexity
of the loop in lines 7-11 depends on the number of operations required to find, for a given b,
all the blobs b* € T such that anc(b,d’) or orth(b,b’). Thus, we are faced with the question
of how many blobs ¥’ satisfy ane(b,b’) or orth(b,b’)? Consider the higraph corresponding
to the containment DAG of Fig. 11. It has 2n blobs, n of which are mutually intersecting,
and their intersection contains all the other n blobs, which are disjoint. In each iteration of
the loop in lines 4-12, a single blob is deleted from T', and hence the average size of T'is n.
Each blob b that is deleted from T has n blobs b’ that satisfy anc(b,b’). Thus, on average,
it takes ©(n) comparisons to find the blobs b’ in T that satisfy anc(b,d’). The loop in lines
7-11 is executed once for each edge, and since ©(n) blobs ¥’ in T can satisfy anc(e;,b’), the
complexity of the internal loop may be Q(n) for each of the m edges. The total complexity
for this case is thus @(mn) + ©(n?).

When m is not O(n) (it can be O(n?)), the first term is dominant, and to improve the
bound we must use an algorithm that does not have to find the set anc(e;,b") for each edge
e, such as algorithm SP3 described below. However, when the second term is dominant, we
can use a different data structure for the elements of T to improve the time bound. (So
far, we were tacitly assuming that T is maintained simply by its characteristic vector.) If
T is represented by a heap, for example, only a constant amount of time will be needed to
find miny 7 d(b'), and another O(log|T'|) to find and update the value of d(¥') in line 9 (if
needed).

If the higraph happens to be an ordinary directed graph, algorithm SP2 behaves like

12



that of Moore and Dijkstra, and has similar complexity. In each execution of line 8 it uses
constant time to discover that the only blob b’ satisfying anc(b,b’) is b. Thus, the overall
complexity depends on the time to find minyer d(d') and to find and update d(b"). This, in
turn, depends on the data structure being used.

In summary, for dense graphs (i.e., with m = O(n?)) the complexity of SP2 is O(n?), and
for sparse graphs, using heaps, it reduces to @(mlog n).

3.2.2 Algorithm SP3

Algorithm SP3 finds the shortest paths from a given blob to all others in a higraph with
positive edge lengths, and its time bounds are better than those of SP2. Like SP2, algorithm
SP3 performs |B| iterations, zt the start of each of which B is partitioned into S and T'. In
fact, in each iteration, the blob b that satisfies d(b) = minyer d(b) is deleted from T and
added to S. Here, each blob b is assigned two labels, d(b) and e(b). We shall prove that if
b € S then d(b) = dist(b), and if b € T then d(b) = MiNeeE e, e5,e:=b(d(€s) + I(€)). Also, e(b)
is the length of the shortest path from s to b, subject to the conditions that all the blobs
along the path, other than b, are in 5, and that the target blob of the last edge is b. Thus,
if e(b) = z, each ' satisfying anc(b,b’) also satisfies d(b') < .

Algorithm SP3

1; T~ B

2. for eachbeT do d(b),e(b)— 0 end
3. d(s),e(s)<=0

4.,  while T # 0 do

5. find b € T such that d(b) = minyer d(b')
6. for each b € T such that anc(b,b’) or orth(b,b’) do d(b’) — min(d(b"),e(d)) end
. e T

8. for each ¢ € E such that e, = b do

9. d(e;) «— min(d(e;), d(es) +1(e))

10. e(e;) — min(e(es), d(es) + l(e))

LL. end

12.  end

Termination is established as in SP2. Denote by dsp(b) and dgps(b) the labels that
algorithm SP2 and algorithm SP3 assign to b, respectively. The correctness proof uses the
fact that, in both algorithms, any value assigned to d(b) during the execution of the algorithm
is an upper bound on the value of d(b) upon termination. We prove that for each b, dspa(b) =
dspg(b).

First, we show that if dgpg(b) = i then dgpa(b) < i. The claim is trivially true for any b
with d(b) = 0. Now, assume that each blob b with dgp2(b) < i satisfies dspa(b) < dspa2(b).
For b with dspa(b) = ¢ we show that dsp3(b) < <. Algorithm SP2 assigns a value to d in
line 9, from which it is clear that there is a blob a and an edge e such that dspa(a) =
j<i, es=a, l(e)=1—j,and b€ anc(e) or orth(b, e;). By the inductive hypothesis,
dsps(a) < dspa(a). Now, consider the values of the variables of algorithm SP3 at the iteration
in which « is chosen to be the blob satisfying d(a) = minyer d(b). If b ¢ T, then b € S,
and we have dgps(b) < j < i = dgpa(b). If b € T, then the assignments in lines 9-10 yield
e(er),d(es) < 7+ (i — 7) = 4, and hence when SP3 deletes ¢; from T the assignment in line 6
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yields dgpz(b) < e(e;) < 2.

We now show that if dspa(b) = i then dspa(b) < i. As before, the claim is true for each
b with d(b) = 0. Assume that each blob b with dspa(b) < i satisfies dgpa(b) < dsps(b). Let
b satisfy dsp3(b) = i, and we show that dgpa(b) < 4. Algorithm SP3 assigns a value to d in
lines 6 and 9. If dgpa(b) gets its value in line 9, then dspa(b) = d(es) + l(e), for some edge e
satisfying b = e; and d(e;) > dsps(es) (since the values of the label d cannot increase). Since
I(e) is positive at the instant of the assignment, d(e;) = j < %, and since the values of the
label d cannot increase, dgps(es) < j < i. By the inductive hypothesis, dspa(es) < dspales).
Now, executing line 9 of algorithm SP2 in the iteration in which the algorithm deletes e, from
T, and assuming that b € T in this iteration, yields dspa(b) < dspa(es)+1(e) < i. If dspa(b)
gets its value in line 6, then that value is the one e(c) has at the moment (c is some blob
satisfying anc(b,¢) oi orth(b,¢)). The algorithm assigns values to e(c) only in line 10, so that
there is an edge e with e; = ¢ and e(c) < d(es) + (). Since I(e) is positive, dsps(es) < j < 2.
By the inductive hypothesis, dspz(es) < dsps(es). Executing line 9 of algorithm SP2 in the
iteration in which the algorithm deletes e, from T, and assuming that b € T in this iteration,
yields dsp2(b) € dspa(es) + [(e) < i. This completes the correctness proof.

To assess the time complexity, let n = |B| and m = | E|, as usual. Again, the complexity
of SP3 depends on the main loop in lines 4-12. The iterations in line 5 require (n + 1)n/2
comparisons. Just as in SP2, the complexity of line 6 depends on finding the blobs b such
that anc(b,d’) or orth(b,b’), and the the total time for line 6 may be Q(n?). Since the loop
in lines 8-11 runs in time ©(m), the overall complexity of the algorithm is 0(n?).

Here too, we can use a heap for sparse higraphs, resulting in a ©(mlogn) bound. Also, for
the special case of a directed graph, algorithm SP3 behaves like that of Moore and Dijkstra,
and has similar complexity.

4 Connectivity and distance-ambiguity

We first define connectivity between blobs, capturing the fact that in many applications
the meaning of an edge incident upon a high-level blob is that it applies to all subblobs.
Connectivity is, in a way, dual to the notion of a transition {compare with Def. 5):

Definition 7 The edge (a,b) connects blobs ¢ and d if a € anc(c) and b € anc(d).

Given this definition, the labels on edges in a higraph cannot be viewed naively as lengths,
or distances. In Fig. 12, for example, the edge from ¢ to itself implies that the distance d(h,1)
is 3, whereas there is a direct edge from h to i labeled 2. To overcome such inconsistencies, we
adopt a general priority principle that has inner edges override higher-level ones, as is done
in [10, 11] (and also in early versions of the STATEMATE system [8]). To illustrate priorities,
we interpret Fig. 12 as follows. The blobs of ¢ are at distance 3 from each other, except that
d(h,?) = 2. The distance from the blobs of ¢ to those of a is 5, but the distance from a to
the blobs inside ¢ is 4. Also, d(d, f) = 3 since the edge (q,b) is of length 3, and d and f
are contained in @ and b, respectively. Now, d(e, f) = 6, not 3, since (e, f) overrides (a,b).
Finally, d(e, j) is not well defined, since the length of (a,c¢) is 4, while the length of (b,c) is
7, and e is contained in both a and b; we thus have ambiguity.’

2\We could make an arbitrary decision to resolve ambiguity, such as to determine length by the shortest
edge, as was done, in fact, in the semantics of Section 3.2. Here we take the approach that users want to be
notified of ambiguity.
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Figure 12: Distance-ambiguity and priorities

4.1 Distance tables

In this section we suggest an efficient algorithm for detecting distance-ambiguity and for
computing distances whenever they are unambiguous. We restrict ourselves to higraphs
without Cartesian products, since otherwise it is difficult to make distances well-defined. In
the presence of Cartesian products, configurations may have more than one elementary blob,
and requiring the distance between elementary blobs to be uniquely defined implies that any
pair of elementary blobs that can appear in the same configuration must be at the same
distance from any other blob. In other words, if (a1,b;) and (az,bz) are two edges with
different lengths, and orth(ay, az) and orth(by,bs), then the two edges contradict each other.
Besides, edges between orthogonal components have to be of length 0, since it makes sense
to require that the distance between two blobs that can appear in the same configuration
should be 0.

Definition 8 An edge e strictly overrides €', denoted e < €', if the source and target of e
are respective ancestors of those of €', but e # ¢. An edge e overrides €', denoted e<e', if
e < e ore=c¢. (Thus, ee iff e; € anc(e) and e; € anc(e}).) If E and F are sets of
edges, with E C F, we say that E overrides F', written E < F, if for each f € (F — E) there
ezists e € E such thal e < f.

Throughout this section, we shall denote by B’ the set of elementary blobs of a higraph
with blob set B. We can now define the distance function d, which is inspired by the semantics
for the higraph-based language for security systems of [10, 11].

Definition 9 Let Gov(a,b) to be the set of edges ‘relevant’ to blobs a and b, defined as
follows:
Gov(a,b) = {e € E | e5s € anc(a) and e; € anc(b)}.

The distance function, or distance table, d : B’ x B’ — R U {co} U {‘amb’} is defined as
Jollows:

0 Gi=ib

00 a# b and Gov(a,b) =0

x a# b, Gov(a,b) # 0 and Ve € Gov(a,b) Je'<e : I(e') ==
‘amb’  otherwise

d(a,b) =
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We thus have ‘amb’ in @ and b’s entry in the distance table whenever the distance between
them is ambiguous. The purpose of this section is to compute the distance table.

The efficiency of an algorithm for computing the distance table obviously depends on the
representation of the higraph. We assume a representation in which each blob entry contains
pointers to all its proper descendants and all its proper ancestors, as well as a list of the edges
incident to it.

As usual, we denote by n and m the number of blobs and edges, respectively. Both m
and the total size of the containment lists may reach O(n?) (the latter will be O(n) when
there are no intersections). Computing the distance table will take Q(n?), since it is of size
O(n?). Even the ambiguity problem requires time (n?) in the worst case. Hence, the best
time possible for any algorithm is O(n?).

4.2 A naive algorithm

We now present algorithm UL1, which is a straightforward implementation of the definition of
d. For each pair (a,b), it computes the set Gov(a,b), and then checks whether Gov(a,b) = 0.
If this is the case, d(a,b) is assigned oo; otherwise, the algorithm checks whether there
is a subset S of Gov(a,b) having all edges with the same length, such that each edge in
Gev(a,b) — S is overridden by an edge in S. If such a subset exists, d{a;b) is set to the
commeon length of the edges in 5, otherwise, d(a,b) is ‘amb’.

Central to the definition of Gowv(a,b) and the overrides relation on edges is ancestor
(or containment) relation on blobs. When there are no intersections in the higraph, the
containment DAG is a tree, and it is then possible to spend O(n) preprocessing time on
a preorder traversal, such that ancestorship can be decided in constant time using only
O(nlogn) space. This technique does not generalize to arbitrary DAG’s. To decide if b’ €
anc(b) in an arbitrary DAG, we carry out a depth-first search upwards from b. This search
will run in time roughly proportional to the depth of the DAG, as long as only a constant
number of vertices have more than one parent.

We associate a level, level(b), with a blob b, corresponding to its distance from the bottom
of the DAG. Blobs corresponding to leaves have level 0, and the level of an internal blob is
one plus the maximum level of the blobs it contains. Computing node levels takes only O(n)
preprocessing time. When deciding if 4" € anc(b), we stop a particular branch of the search
if the node we are visiting has a level greater than level(d').

We use the variable Gov to compute Gov(a,b)).

Algorithm UL1:

1 procedure d(a,b)

2 Gov —

3 for each e € FE do

4 if (es € anc(a)) A (e € ane(b)) then Gov — GovU {e}
5 end

6 for each e € Gov do

i for each f € Gov — {e} do

8 if (e« f) then Gov «— Gov — {f}

9 end

10 end
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iy if Gov =0 then return (o)

12 else do

13 chose e € Gov

14 if ¢’ € Gov = l(e) = I(¢') then return (I(e))
15 else return (‘amb’)

16 end

17 end

For the purpose of analyzing this algorithm, assume we implement an ancestorship test
requiring O(t) time per query. The computation of the set Gov, which may be of size O(m),
thus requires O(mt) time. The loop in lines 6-10 to find the edges in Gov that are not
overridden by any other edge therein may require O(m?¢) time. Since there are n blobs,
there are O(n?) distances to compute. We conclude that algorithm UL1 requires O(n*m?t)
time to generate the distance table. Using the constant time ancestorship test, the total
time complexity is O(n?m?). Space complexity is O(n?), assuming we use the constant time
ancestorship test.

The main problem with algorithm UL1 is that it repeats a great deal of work. For example,
consider the computation of d(a,b) and d(a’,t’), where a and o’ are contained in the same
" set of blobs «, and b and b’ are contained in the same set of blobs . Consider the set £’
of edges connecting blobs that contain « with blobs that contain 3. Clearly the edges in E
govern the distances between @ and b and between' a’ and 4. Thus, the work required to
find the set £’ and to add it to Gov is performed for each pair. An efficient algorithm would
eliminate this repetitive work, and would also detect only once those edges in E' that are
strictly overridden by other edges in E’. '

4.3 A better algorithm

This subsection describes algorithm UL2, which makes one pass instead of two, and computes
information not only for the leaves of the containment DAG, but for each pair of blobs.
Moreover, computed information can be used more than once. The algorithm computes
the set Gov(a,b) for each pair of blobs a and b, by performing a depth-first search on the
containment DAG.

Definition 10 Let A’ C E be a set of edges. The minimal edges of A, written min(A’), are
those that are not strictly overridden by any other edge in A':

min(A') = {a’ € A" :Va € A',agd = a =d'}.

The only edges that matter in determining d(a,b) are those in the set Gov(a,b), which
we shall abbreviate to A’. The distance between a and b is well defined if all the edges in
min(A’) have the same length. In order to simplify the definitions and the algorithm, we
assume that all blobs in the higraph are enclosed in a common ‘super-blob’ b.

We denote by danc(b) the set {b' € B | b’ directly contains b}, and by ddes(b) the set
{bt' € B | V' is directly contained in b}.

Definition 11 For each pair of blobs a and b, W (a,b) is defined recursively as follows:

0 if a = borb=1b
Wia,b) =14 {(a,b)} if (a,b) € E
min[W(dane(a),b)U W(a,danc(b))] otherwise
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Also,
W(A,0) = | W(e,0) ; W(a,B)= ] W(a,b)
agA  beB

We will show that W(a,b) = min(Gov(a,b)). That is, for each pair of blobs a and b,
Wi{a,b) is the witness set for that pair, and d(a,b) can be computed from W(a,b).

Definition 12 For any pair of blobs a and b, such that level(a) = level(b) = 0, the general-
ized distance function, dist(a,b), is defined as follows:

0 ifa=10>
00 ifa#band W(a,b)=0
t if a # b and each e € W(a,b) satisfies l(e) = x

‘amb’ otherwise

dist(a,b) =

Algorithm UL2 iterates first over the source blobs and then over the target blobs. For
each source blob b, it computes the block of witness sets Blk(b). The block contains the
witness sets for b and every other blob ¢. Our notation treats the block as an array of witness
sets indexed by blobs; we write Blk(b)[c] to refer to the witness set W (b, ¢).

We compute the witness set blocks in a roughly depth-first order, optimizing for the case
where the containment DAG is tree-like. However, if a blob is contained in more than one
other blob, we must compute the blocks for each of its parents before continuing the downward
recursion. The computation for the parents may require the blocks for their parents, and these
are computed using recursion, which is stopped when a vertex whose blob has already been
computed is encountered.

The algorithm minimizes its memory requirements by classifying each object as unmarked,
visited, or completed. Initially, all blobs are unmarked. When we first visit a blob during the
search (as a source blob), we allocate space for its block, and mark it as visited. Once we
have finished visiting every descendant of that blob, we have no further use for any of the
witness sets in the blob’s block, and we deallocate the space for the block. We also mark the
blob as completed, so that we do not search it again if encountered along some other path.

The main program and procedures ComputeWBlocksBelow and ComputeWBlockFor tra-
verse the containment DAG of the higraph, marking vertices as necessary to the computation
of witness set blocks when needed and to deallocate those blocks when they are no longer
needed. The procedure FillWBlock(b) computes the witness sets of Blk(b). It iterates over
the blobs in such a way that it always computes the witness sets between the parents of
blob b and ¢ before it actually computes W (b, ¢). This is done by iterating over the target
blobs in order of decreasing level. For each target blob ¢, W (b, ¢) is computed by calling the
procedure ComputeW(b,¢). If b and ¢ are both elementary blobs, then d(b, ¢) is assigned a
value according to Definition 12.

The procedure ComputeW(b,c) computes and returns the witness set W(b,c). If there
are any edges connecting b to ¢, they determine the witness set. If there are no such edges,
the third case of Definition 11 is realized, by considering each of the relevant witness sets
in turn, computing the minimal edges in the union of the ‘current’ minimal edge set min
and the ‘next’ relevant parent set. The MinWSet procedure uses a simple quadratic-time
algorithm to determine this minimal set of edges.

Algorithm UL2:
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begin
allocate space for Bik(b)
for each b € B do
unmark b
Blk(b)[p] — 0
end
mark b as visited i
for each b € ddes(b) do ComputeWBlocksBelow(b) end
deallocate space used by Blk(b)
end

procedure ComputeW BlocksBelow(b)
if b is completed then return
if b is unmarked then ComputeWBlockFor(b)
for each b’ € ddes(b) do ComputeWBlocksBelow(b’) end
mark b as completed
deallocate space used by Blk(b)
end

procedure ComputeWBlockFor(b)
mark b as visited
allocate space for Blk(b)
for each b’ € danc(b) do
_ if ¢’ is unmarked then ComputeWBlockFor(b')
end |
FillWBlock(b)
end

procedure FillWBlock(b)
for lev from maz-blob-level downto 0 do
for each ¢ € B such that level(c) = lev do-
Blk(b)[c] — ComputeW(b,c)
if level(b) = level(c) = 0 then select
when (b=1¢) d(b,c) 0
when (b # ¢ and Blk(b)[c] =0) d(b,c) — oo
when (b # ¢ and for each e € Blk(b)[c], I(e) = dist)
otherwise d(b,c) — ‘amb’
endselect
end
end
end

procedure ComputeW(b,c) returns (W Set)
if (b,c) € E then return ({(b,c)})
else do

(b, ¢) — dist

for each b € danc(b) do min «— MinW Set(min, Blk(b')[c]) end
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for each ¢’ € danc(c) do min «— MinW Set(min, Blk(b)[c']) end
return (min)
end
end

procedure MinWSet( £1,E2) returns (W Set)
El' — E1
B2 — E2
for each el € El,e2€ E2 do
ifel=e2orel «e2 then E2' — E2' — {2}
else ife2 € el then E1 — E1 — {el}
end
return (E1'U E2)
end

To show that UL2 correctly computes the semantic distance d(a,b) between each pair of

blobs @ and b, we show that d(a,b) = dist(a,b), so that dist(a,b) is the real distance between
a and b.

We define W'(a,b) = min(Gov(a,b)), and

0 ifa=25%
00 if a #band W(a,b)=10
& if @ # b and each e € W'(a,b) satisfies [(¢) = &

‘amb’ otherwise

dist'(a,b) =

We first show that for each a and b, d(a,b) = dist’(a,b). The proof is then completed by
showing that the definition of W implies W(a, b) = W'(a, b), and therefore d(a, b) = dist(a,b).
(The proofs of Lemmas 1, 2 and 3 below appear in [10].)

Lemma 1 Let A’ C A be any set of edges. Then, for all ¢’ € A, there is e € min(A") such
that e<e’.

Corollary 1 A’ # 0 if and only if min(4") # 0.

The next lemma shows that the set min(A4’) is the unique overriding edge set of smallest
size.
Lemma 2 Let A’ C A be any set of edges. Then min(A') < A’. Moreover, any A" such
that A" <« A’ satisfies min(A") C A”.
Proposition 1 Let a and b be elementary blobs. Then d(a,b) = dist'(u,b).
Proof: First, it is clear from the definitions of dist’ and d that if @ = b then d(a,b) =
dist’(a, bl =10.

Next, we show that dist’(a,b) = oo if and only if d(a,b) = co. Indeed, by definition,
dist'(a,b) = oo implies W'(a,b) = 0, i.e., min(Gov(a,b)) = 0. Now, min(Gov(a,b)) = 0 iff
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Gov(a,b) = §; namely, d(a,b) = co. Conversely, the semantics of d implies that dla;b)= co
just when Gov(a,b) = @. In this case, min(Gov(a,b)) = 0, and hence dist'(a,b) = co.

Finally, we show that dist'(a,b) = z if and only if d(a,b) = z. For the first direction, let
dist'(a,b) = . Also, let A’ = Gouv(a,b), so that W'(a,b) = min(A’). By the definition of
dist', I(e) = z for each ¢ € W'(a,b). By Lemma 2, W'(a,b) < A’. Hence, for each e e A
there exists e € W'(a,b) such that e<e’. In particular, for each ¢’ € A’ there exists e € A’
such that I(e) = = and e<e’. By the definition of d, this is the requirement for dia, b) =2.
For the converse direction, assume by way of contradiction that d(a,b) = = and dist'(a,b) # .
Since we know that dist'(a,b) # co (recall that d(a,b) = co whenever dist’(a,b) = c0), there
are two cases to be considered: either dist'(a,b) = y # z or dist'(a,b) = ‘amb’. In the former
case, the above proof would imply that dist'(a,b) = y, which is a contradiction. In the latter
case, there must exist an edge e’ € W'(c,b) such that I(e') = y # 2. By the definition of d
and the fact that d(a,b) = & there must also exist an edge e such that {(¢) = z and e < e.
However, this is impossible, since W(a,b) = min(Gov(a,b)), so that no edge can strictly
override ¢/. Hence dist'(a,b) = x.

We have thus shown that d(a,b) = oo iff dist’(a,b) = oo, and that d(a,b) = =z if
dist'(a,b) = z. Since there are only three possible outcomes, we conclude the third of these,
namely that also d(a,b) = ‘amb’iff dist’(a,b) = ‘amb’. H

Lemma 3 Let < be a partial order on S and let AC S. If A= A1 U AU ..U Ay, then
min(A) = min(|_] min(4)).
g

Definition 13 The depth of a blob b is given by

depth(b) = 1 depth(b’
Fp) +b‘61%2§(b)( epth(Y),

where depth(ﬁ) — 0. For a pair of blobs we sometimes write depth(a,d) for the pair of numbers
(depth(a),depth(b)). In order to perform induction on the depth of pairs, we define the
following partial order on pairs of natural numbers: (i,7) < (4, 5") if and only if (i < ¥'AF < )
oF (i LA AT )

Thus, a pair of blobs p is ‘deeper’ than another pair ¢ if p’s elements are pointwise deeper
than or equal in depth to those of ¢, and at least one of the inequalities is strict.

Proposition 2 For any two blobs a and b, W(a,b) = W'(a,b) (and hence dist(a,b) =
dist'(a,b)).

Proof: The proof is by induction on the depth of the pair (a,b). We structure the argument
according to three parts of the definition of W in Definition 11:

For the base of the induction one of the components of the depth-pair is 0, which means
that @ = b or b = b. By the definition of W we have W(a,b) = §. By construction,
Gov(a,b) = 0, and hence W'(a,b) = 0 too.

Now, let the depth of (a,b) be (4, j), with 7, j > 0. By the induction hypothesis, W (a’, =
W'(a',b') for all pairs of blobs (a’, ") with depth (¢, j/) such that (¢', j) < (¢,7). We have to
show that W(a,b) = W'(a,b). There are two cases to consider, corresponding to the second
and third lines of the definition of W.
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If (a,b) € E, then by definition W(a,b) = {(a,b)}. We must therefore show that
min(Gov(a,b)) = {(a,b)}. This holds, however, since any edge e € (Gov(a,b) — {(a,b)})
is strictly overridden by (a,b). Hence, {(a,b)} < Gov(a,b), so min(Gov(a,b)) C {(a,b)} by
Lemma 3. To see that {(a,b)} C min(Gov(a,b)), we simply observe that no edge in Gov(a,b)
can strictly override (a,b).

If (a,b) ¢ E, then by definition we have:
W(a,b) = min[W(Par(a),b)U W(a, Par(b))]. (1)
For every edge e € Gov(a,b) we have (@ X e; Ab<e)V (a<e; Ab=e). Hence:

Gov(a,b) = (U Gov(a,b'))U (U Gov(d', b)), (2)

where ¢’ € Par(a) and b’ € Par(b). By the inductive hypothesis:

Vo' € Par(b): W(a,b') = min(Gov(a,b’)) = W'(a,b), (3)
Va' € Par(a): W(d,b) = min(Gov(d,b)) = W'(d',b).

Combining equations(1l) and (3), we obtain:

W(a,b) = min[(|_Jmin(Gov(a,t’))) U (Umin(Gov(a',b)))]
b a!

By Lemma 3 and equation(2) we obtain:

min(Gov(a, b)) = min[(|_Jmin(Gov(a, ")) U (|_Jmin(Gov(a',b)))],

b’ a’

and thus, W(a,b) = min(Gov(ae,b)) = W'(a,b), as desired. H

As to the running time of UL2, there are O(n?) sets of type Blk(b)[c]. To coimnpute each
entry in the distance table we first search the edge hash table to see if there is an entry
for A(b,c). Using dynamic hash tables, we can store and retrieve elements from this table
in constant time. If there is no such entry, we must actually compute the entire minimal
witness set. The procedure MinWSet(E1, E2) runs in time O(|E1|-|E2|), where E1 and E2
are both witness sets. Witness sets can be of size m in the worst case [10], yielding a worst
case running time of O(n?m?) for the entire algorithm. However, we expect that the average
witness set will be much smaller than m.

5 Hamiltonian cycles

A Hamiltonian cycle in a graph is a path through the graph (i.e., along edges), in which
each vertex appears exactly once. In this section we suggest some definitions for Hamiltonian
cycles in higraphs. There are a number of ways of doing this, and for each we discuss the
problem of deciding whether a higraph is Hamiltonian. The analogous problem for graphs is
well-known to be NP-complete.

Extending the notion of a cycle to higraphs appears to require that we give up some of
the basic properties cycles have in ordinary graphs, such as that in a cycle of more than two
vertices no edge appears more than once.
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Figure 14: Differentiating cycles of blobs and cycles of configurations

5.1 Hamiltonian cycles of configurations

The first and the most natural definition is to say that a higraph contains a Hamiltonian
cycle if and only if there is a Hamiltonian cycle in the induced graph, i.e., the higraph’s con-
figurations admit a Hamiltonian cycle. Fig. 13(5) shows a higraph containing a Hamiltonian
cycle of configurations, and Fig. 13(b) shows one that does not.

This definition allows a higraph edge to appear more than once in a cycle. Other strange
things can also happen; for example, the existence of what might look like a Hamiltonian
cycle — a cycle of blobs connected by edges — is not necessarily related to the existence
of a Hamiltonian cycle of configurations. In Fig. 14(a) there is no Hamiltonian cycle of the
blobs, but there is a Hamiltonian cycle of configurations. Dually, in Fig. 14(b) there is a
Hamiltonian cycle of blobs, but there is no Hamiltonian cycle of configurations.

If the higraph contains no intersections and no Cartesian products, the time needed for
creating the induced graph is linear in the size of the higraph, and the size of the graph is
linear too. Since ordinary graphs are a special case of such higraphs, and since the above
definition of a Hamiltonian cycle coincides with the standard definition in the case of ordinary
graphs, it follows that deciding whether there is a Hamiltonian cycle of configurations in such
a higraph is NP-complete.

The situation is different when Cartesian products or intersections are present, as the
size of the induced graph need not be linear in the size of the higraph. Furthermore, the

23



T R e

|CHEHE]
B
e

Figure 15: A Hamiltonian higraph with intersections

description of a simple cycle may itself be exponential in the size of the higraph, and thus,
the problem of deciding whether a higraph contains a Hamiltonian cycle may not be in NP.

We now want to show that there are Hamiltonian higraphs in which the number of con-
figurations is super-polynomial in the number of blobs, and hence so is the length of any
Hamiltonian cycle. To do this, we use a semantics that is less permissible than vhe ‘all-
to-all’ semantics. In fact, we will prove a stronger claim, by introducing a semantics in
which each configuration has exactly one successor by each edge. We show that even with
this semantics, there are higraphs that contain Hamiltonian cycles having super-polynomial
length. We consider higraphs with intersections and without Cartesian products, in which
edges are interpreted according to the semantics presented in Sec. 2.3, with the following
addition: A non-elementary blob & may contain a ‘default child’; i.e., the identification of
a blob ¢ € Child(b), which has to appear in any configuration containing b that is reached
by traversing an edge e with b € p*(e;). Also, a blob contained in other blobs (and some of
these might be intersecting) can have a similar ‘default parent’. By using the possibility of
defining such default blobs, one can force any edge in a higraph to admit a maximum of one
successor for each configuration.

Fig. 15 is an example of a Hamiltonian higraph with intersections. Its default offspring
are defined as follows (in parentheses): a(e), b(j), ¢(h), d(7). The default parents are defined
as follows: e(a), f(d), g(c), h(b), ¢(b), j(d). The higraph contains the following Hamiltonian
cycle: {a,e} — {a, f} — {d,ji} — {d, f} — {c,h} — {b,i} — {b,h} — {c,9} — {c,e} —
{6,7} — {a,e}.

When default blobs are defined, an edge can be used more than once, the number of
times depending on the number of ancestors and the number of common ancestors of the
edge’s endpoints. When two blobs have no common proper ancestor, an edge between them
can be used at most twice — once in each direction — since in each use of the edge the
target configuration is dictated by the default blobs: Each of the edge’s endpoints, when it
is the target blob, dictates a unique target configuration that does not depend on the source
configuration.

We shall show that it is possible to construct a family of Hamiltonian higraphs with
unique successors for each configuration, such that the number of configurations is super-
polynomial in the number of blobs. For each n > 2 we construct a higraph with n? blobs,
n? —n + 1 edges, and n" configurations, as follows (the result is a variant of the higraph
of Fig. 8): Let £ = {0y,02,...,0,} be an alphabet. The blobs are labeled as follows:
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Figure 16: A higraph with 9 blobs and a Hamiltonian cycle of length 27

01,02, vy Ty 0101, 0202, ooy Onln; . 5 O 0% s ner Ors. FOL each 1l J8 el € .50~ 1;the

blob ¢ contams the blobs O'H_l for 1 <k<n. Foreacho},1<j<n,2<t<n,the default
parent is 0'1 , and for each crj, 1o =gl B8 st -] the default child is oi’ 1. The edges
are: (at,0%), (0%,0%),...,(0%_1,04) forall 1 <4< n, and (oy,01). The higraph contains the
following Hamiltonian cycle (see Fig. 16 for an example of the construction for n = 3):

{0'1,0'10'1,...,0'?}, {0'1,0'10"1,...,0';1'—1 } {(3'1.,(3"10']_:,...1 }
{'o*l,alcrl,...,a"{"l,a.g},{al,alal el Lall, {crl,olcrl, 0“2 ,ag-}, by
{o*l,anorn,...,aﬁ‘l,ag},{ag,olal,...,J? ,al 1, {o2,0101,...,077 1,05‘}, e
L Ty Tl ey 300 }s 1610100 2 8 14

Since the number of configurations can be super-polynomial, a Hamiltonian cycle de-
scribed simply by an ordered list of the configurations may be super-polynomial too. It is
thus not clear at all whether Hamiltonicity in higraphs with intersections and no Cartesian
nroducts is in NP. We leave this as an open problem.

Similarly, the number of configurations in higraphs without intersections but with Carte—
sian products can be exponential in the number of blobs, and hence, for these higraphs too,
it is not clear whether the Hamiltonicity problem is in NP. For example, if we connect by a
single undirected edge each pair of atomic blobs within each of the orthogonal components
in Fig. 7, we end up with a Hamiltonian higraph of O(n) blobs, O(n) edges and O(2")
configurations.

5.2 Pseudo Hamiltonian cycles of configurations

The simple ‘all-to-all’ semantics we use in most of this paper allows a configuration to have
more than one successor by the same edge. This fact motivates the definition of a cycle in
which more than one of the successor configurations of an edge can appear in the cycle. When
we allow this, the ‘cycle’ no longer looks like a cycle.

Definition 14 A pseudo cycle of length n in a higraph is an ordered list of n pairs, each
consisting of a configuration and an edge that leaves it. The first and last elements of the list
are identical, and the following properties hold:
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Figure 17: A pseudo Hamiltonian higraph that is not Hamiltonian

1. If C' s the configuration of the i’th pair on the list, for 1 < i < n, there erists j, 1 <
j < i, such that if (C',€) is the j’th pair then C' is a successor ¢f C' by the edge e.

2. If (C,e) is the i’th pair on the list, for 1 < i < n, there exists j, 1 < j < n, such that
the configuration C' of the j’th pair is a successor of C by the edge e.

A pseudo Hamiltonian cycle for a higraph with m configurations is a pseudo cycle of length

m + 1, in which every configuration, except the first (which is the same as the last), appears
exactly once.

In ordinary graphs the definitions of a Hamiltonian cycle and a pseudo Hamiltonian cy-
cle coincide. Here each Hamiltonian cycle of configurations can be represented as a pseudo
Hamiltonian cycle, but not necessarily vice versa. Fig. 17 is an example of a higraph with a
pseudo Hamiltonian cycle of configurations, but containing no Hamiltonian cycle of configura-
tions. The pseudo Hamiltonian cycle is: ({6, f},2),({c,1},2),({c.7},2),({c. k},2), ({¢,1},2),
({693, 1), ({6, 4}, 1), ({a. 4}, 1), ({a, e}, 1), ({0, £1,2).

The definition of a pseudo Hamiltonian cycle can be extended to higraphs containing
intersections or Cartesian products in an obvious way.

All we can say about the complexity of detecting pseudo Hamiltonicity is the trivial fact
that it is NP-hard, since a Hamiltonian cycle in an ordinary graph is a special case.

5.3 Hamiltonian cycles of blobs

It is possible to define a cycle of blobs in a higraph to be a list of blobs in which the first and
last are identical, and in which each adjacent pair (a,b) has the property that b is a successor
of a in the higraph. The successor relationship between blobs can be defined in several ways,
the definition depending on the semantics being used. Possibilities include the existence of
an edge between the blobs, the existence of an edge between any of the ancestors of the blobs,
etc. A cycle of blobs can be defined without any limitations on the blobs appearing in the
cycle, or with the restriction that they have to be elementary. Also, one may restrict the
number of times an edge can be used in a cycle.

A Hamiltonian cycle of (elementary) blobs is defined as a cycle containing all the (elemen-
tary) blobs, such that each blob appears exactly once, except for the first blob that appears
also as the last one.

For higraphs with no intersections and no Cartesian products, there exists a Hamiltonian
cycle of elementary blobs if and only if there exists a Hamiltonian cycle of configurations. The
problem of deciding whether a higraph contains a Hamiltonian cycle of blobs is NP-complete,
since on the one hand ordinary graphs are a special case, and on the other hand it is possible
to check whether a given cycle is Hamiltonian in time linear in the size of the higraph. The
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Figure 18: A bipartite higraph according to one definition but not according to the other

problem of deciding whether there is a Hamiltonian cycle of blobs such that the number of
times an edge can be used is bounded, is also NP-complete.

6 Bipartition

A graph is bipartite if it is possible to partition its vertices into two subsets, such that every
edge connects a vertex in one subset to a vertex in the other. There are two reasonable
ways of extending this definition to higraphs. We shall provide them both, together with an
algorithm to check whether a given higraph is bipartite. In this section, higraphs are assumed
not to contain Cartesian products.

Definition 15 1. A higraph H is bipartite if it is possible to partition H’s blobs into two
subsets By and By, such that each edge of H connects a blob in By to a blob in Bs.

2. A higraph H is bipartite if it is possible to partition H s blobs into two subsets By and
Ba, such that each edge of H connects a blob in By to a blob in B,, and for each blob
b, if b € By, for i = 1,2, then all the descendants of b are in B;.

To see that there is a difference between the two definitions, consider Fig 18. According to
the first definition the higraph is bipartite, since the blobs can be partitioned into two subsets

with ¢ and e in the fitst and d in the second. According to the second definition the higraph

is not bipartite, because, on the one hand, blobs ¢ and d have to be in the same subset since
they have a common ancestor, but, on the other hand, there is an edge between them, so
they have to be in different subsets. Thus, by the second definition, a higraph with an edge
connecting two blobs that have a common ancestor or descendant cannot be bipartite.

The second definition is the one used (implicitly) in the project on security systems of
[10, 11]. Although these authors do not talk about bipartition explicitly, the higraphs they
use are bipartite; one part represents users, and the other represents files.

We now present algorithms to check whether a given higraph is bipartite. The same algo-
rithm can be used for both definitions, the difference being only in the procedure ‘SplitBlobs’.

B], Bg,Bi,Bé — @
Bipart «— true
while By U B, # B and Bipart = true
if B} # 0 then
choose z € B}
B| — B] — {z}
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Bipart « SplitBlobs (z, By, B2, By, BY)
else if B} # () then
choose ¢ € B,
B — B} — {z}
Bipart « SplitBlobs (z, B, By, By, B})
else
choose z € B — (B1 U By)
By « By U{z}
Bipart « SplitBlobs (z, By, B, B}, Bj)
endif
endif
end
if Bipart = true then return (‘The higraph is bipartite’)
else return (‘The higraph is not bipartite’)
endif

Here is the procedure SplitBlobs for the first definition:

Procedure SplitBlobs (z, Hy, Ho, H!, H}) returns (code)
for each (z,y) € E
if y € H, then return (false)
else if y ¢ H; then
Hy; — HaU {y}
Hj — H3U{y}
endif
endif
end
return (frue)
end procedure

In order to make the algorithm fit the second definition,
return ({rue) at the end of SplitBlobs:

for each y such that anc(z,y)
if Y < Hg then
return (false)
else if y & H, then
Hy — HyU{y}
1 — U {y)
endif
endif

end
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7 Minimum cover

There are many reasons to make graphical formalisms succinct, and higraphs are no exception.
One issue that arises in higraphs is to minimize the number of edges, such that the successor
relationship defined by the original higraph is preserved. We may be interested in preserving

this relationship for blobs or for elementary blobs. We first deal with the case of elementary
blobs.

Definition 16 The problem of minimum cover for (elementary) blobs is defined as follows:
Instance: A higraph H = (B, E, p,7), and a positive integer k.

Question: Does E contain an edge-cover of size < k, i.e., a subset E' C E with |E'| < k,
such that every two (elementary) blobs connected by an edge e € E are connected also by an
edge ' € E'.

Proposition 3 The minimum cover problem for elementary blobs is NP-complete.

Proof: It is easy to see that the problem is in NP, since a nondeterministic algorithm need
only guess a subset of E and then check in polynomial time the required property for any
two elementary blobs.

For hardness, we reduce the classical minimum cover problem to minimum cover for
elementary blobs. Recall that the classical minimum cover problem is defined as follows:
Instance: Collection C of subsets of a finite set S, and a positive integer k& < |C].

Question: Does C contain a cover for S of size < k, i.e., a subset C' C C w1th C’ <k, such
ihat every element of 5 belongs to at least one member of C?

Let S = {51,82,...,8,}, C = {c1,¢2,...,¢m} and k, be an arbitrary instance of minirmum
cover. Without lost of generality, assume that ;<;«,, ¢ = 5. Now define the corresponding
higraph H = (B, E,p) and the value k' for our problem of minimum cover for Elementary
Blobs as follows: :

B = .05, waabt) {ehs byl } 48]
Vi<i<n, 1<j<m (z; € p(c}) iff s; € ¢5)
E={(s¢}):1<7<m}
=k

There is a cover of size k' for the pairs of elementary blobs in H if and only if there is a cover
of § of size k. Indeed, the pairs of elementary blobs created by the edges in E are exactly
(s,2:),1 < i < n. Now, suppose that E' = {(s,¢}) : 1 <1 < k'} is a cover for the pairs of
elementary blobs. Then for each z; there is e = (s, cﬂ) € E’ connecting s and z;, and hence
z; is contained in ¢, and the set ¢; contains s;. Thus, the set '=J(e; 1l klisa
cover for §. Now, suppose that C’ = {(¢;, : 1 <1 < k} is a cover for S. For each s;,1 < ¢ < m,
there is a set ¢;, in C' containing s;, and the blob z; is contained in the blob ‘33'!- Thus the

set B! = {(s;¢} )11 < k'} is a cover for the pairs of elementary blobs. B

We now turn to the minimal cover problem for general blobs.

Proposition 4 The minimum cover problem for blobs is NP-complete.
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Proof: That the problem is in NP is obvious, as in the previous proof.

Here too we carry out a reduction from the classical minimum cover problem to minimum
cover for blobs. Let §Z, C' and k be an instance of minimum cover as in the previous proof,
and we make the same assumption on the union of the ¢;. The higraph H = (B, E, p) and
the value &’ for minimum cover for blobs are now defined by: :

B = {0005, oo B b 1§05 EhyovesCin ) L Ltlis 55 ovny Wb {8f jtthy oo ng bk fi)
Vi, 1 <5< m (u; € p(ci), u; € p(u), Vi, 1 <i<n (€ p(c;y <= s €¢j))
E= {(s,c;),(s,uj-) s g m}

E=m + k

There is a cover of size k' for the pairs of blobs in H if and only if there is a cover of S of size
k. Indeed, the pairs of blobs created by the edges in E are exactly (s,z) for every blob z €
B — {s}. F’' must contain the edge (s, u;) for each j, 1 < j < m, since otherwise there would
exist a pair of type (s,u}) that is not covered by E’. Besides these edges, there is room for
k additional edges in E'. These k edges, denote them by {(s,c}):1 <1 < &'}, have to cover
all the pairs of type (s, ;). For each z;, there is an e = (s,c;-t) € E’ connecting s and z;, and
hence z; is contained in c:,;” and the set ¢, contains s;. Thus, the set C' = {(¢; : 1 <t <k}
is a cover for §. Now, suppose that C' = {(¢;, : 1 <1 < k} is a cover for S. For each s;,
1 <7 < n, there is a set ¢;, in C' containing s;, and the blob z; is contained in the blob c;-l.
Thus, the set E' = {(s,¢3) :1 <1 < k}U{(s,u;) : 1 £ 7 < m} is a cover for the pairs of
hlobs of size k&'. H

8 Discussion

Although higraphs are a generalization of graphs, there are properties that are less easily
definable for higraphs. Planarity is one. We might say that a planar layout forbids edges
to cross each other, but since blobs take up space, many such crossings can be replaced by
edges that traverse blobs unnecessarily, and we would definitely not want to disallow edges
that cross the contours of blobs, since these are a central feature of higraphs.

In higraphs we are more interested in the Venn-like question of whether the higraph can
be drawn on the plane at all. Since blobs are not arbitrary simple closed curves, it may be
impossible to lay out a set of blobs in such a way as to meet some particular set of con-
tainment requirements. Venn [12] has already shown that four circles ¢y, ¢g, 3, c4 cannot be
drawn on the plane such that for any A C {1,2,3,4}and A = {1,2, 3,4} — A, the intersection
of ;g4 i With ();c7 @ is non-empty. However, it is possible to draw four non-circular blobs,
b1, b2, b3, by, such that for any such A, the intersection of [;c4 b; with ﬂieﬁb_i is non-empty.
Still, in [10] there are examples of simple containment relations that cannot be represented
on the plane using blobs. One such example is the higraph with blobs a;, b;, 1 < ¢ <5, such

that foreach 1 €4 < 5, pla;) = {b; : § # i}

Another term taken from the world of graphs that cannot be extended naturally to hi-
graphs is a tree. One way of defining a conventional tree is that it is simply a connected
acyclic graph [1]. Among the important properties of trees are the following:

1. A connected graph with n vertices is a tree if and only if it contains n — 1 edges.
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Figure 19: (a) a connected higraph containing no partial tree higraph; (b) a ‘hitree’ that does
not disconnect when edge (a,b) is removed

2. A connected graph is a tree if and only if removing any edge disconnects it.

3. A graph G contains a partial graph which is a tree if and only if it is connected.

It seems reasonable for higraphs to define a hitree to be a connected acyclic higraph, where
connectivity is between configurations and cycles are cycles of configurations. However, if
we adopt this definition and in the above properties we replace each appearance of ‘vertex’
- by ‘configuration’, the properties do not hold. Fig. 19(a) shows a conrected higraph that
contains no partial higraph which is a hitree. Thus, property 3 does not hold for higraphs. By
adding edges to this higraph one can easily violate property 1 too. In Fig. 19(b) the higraph
is a hitree, but removing edge (a, b) will not cause the higraph to become disconnected. Thus,
property 2 does not hold either.

Thus, hitrees seem to be more subtle, and we leave open the issue of defining them
properly.

Moreover, there are cases in which, given a set of blobs B and the functions p and 7, it is
impossible to find a set of edges E that forms a hitree. For example, consider the set of blobs
B = {a,b,c,1,2,3} with the following hierarchy function: p(a) = p(b) = p(c) = {1,2,3}. If
E # 0 then the higraph contains a cycle of configurations, and hence it is impossible to find £
such that (B, E,p,7)is a hitree. Higraphs with no intersections but with Cartesian products
suffer from the same problem. For example, consider the set of blobs B = {1, a,b,¢,d}, with
p(1) = {a,b,c,d} and m1(1) = {a,b} and 72(1) = {c,d}. There is no set of edges E that
forms a connected higraph with no cycles.
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