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A New Theory of Adversarial Examples in Machine Learning
Abstract:
The extreme fragility of deep neural networks when presented with tiny perturbations in their inputs
was independently discovered by several research groups in 2013. Due to their mysterious properties
and major security implications, these adversarial examples had been studied extensively over the
last eight years, but in spite of enormous eﬀort they remained a baﬄing phenomenon with no clear
explanation. In particular, it was not clear why a tiny distance away from almost any cat image there
are images which are recognized with a very high level of conﬁdence as cars, planes, frogs, horses, or
any other desired class, why the adversarial modiﬁcation which turns a cat into a car does not look
like a car at all, and why a network which was adversarially trained with randomly permuted labels
(so that it never saw any image which looks like a cat being called a cat) still recognizes most cat
images as cats. The goal of this talk is to introduce a new theory of adversarial examples, which we
call the Dimpled Manifold Model. It can easily explain in a simple and intuitive way why they exist and
why they have all the bizarre properties mentioned above. In addition, it sheds new light on broader
issues in machine learning such as what happens to deep neural networks during regular and during
adversarial training. Experimental support for this theory, obtained jointly with Oriel Ben Shmuel and
Odelia Melamed, will be presented and discussed in the last part of the talk.
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