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FedXPro: Bayesian Inference for Mitigating
Poisoning Attacks in IoT Federated Learning

Pubudu L. Indrasiri
Pubudu N. Pathirana

Abstract—Federated learning (FL) has been envisioned to
enable many Internet of Things (IoT) devices to perform large-
scale machine learning without sharing raw data, resulting in
significant privacy improvements. In a wireless IoT system, FL
helps clients to secure their confidential information and achieve
improved learning performance. However, the conventional FL
architecture is vulnerable to Byzantine workers, possessing
the potential to send malicious updates that compromise the
accuracy of the global model. Previous studies have proposed
various secure aggregation rules and attacker detection tech-
niques to address this issue. However, these techniques exhibit
limited effectiveness and may lead to a decrease in accuracy.
To overcome these limitations, we propose a Byzantine client
detection algorithm called FedXPro by combining the predictive
coding/biased competition-divisive input modulation (PC/BC-
DIM) neural network and geometric median (GM). Predictive
coding (PC) is the core of the PC/BC-DIM architecture, which
can perform Bayesian inference by fusing priors and likelihoods
to determine posterior distributions. The GM is employed to
determine the prior knowledge of legitimate clients to execute
the PC/BC-DIM algorithm. During training, the framework
calculates the probability distribution for a set of valid clients
chosen from the GM. In testing, it attempts to reconstruct the
same distribution from other clients concerning prior knowledge,
and ultimately, the reconstruction power is utilized to filter
the malicious clients. Our extensive simulations demonstrate the
superiority of our FedXPro approach over other state-of-the-art
methods in terms of accuracy, a guaranteed faster convergence
rate, and attack detection under different network settings.

Index Terms—Bayesian inference, Byzantine, federated learn-
ing (FL), geometric median (GM), Internet of Things (IoT),
predictive coding (PC).

I. INTRODUCTION

HE Internet of Things (IoT) refers to devices, such as
mobile phones and computers, that are interconnected
over the Internet [1]. Due to the increasingly large amount of
data generated by IoT devices in recent years, it is envisaged

Manuscript received 22 August 2022; revised 30 May 2023; accepted
7 November 2023. Date of publication 20 November 2023; date of current
version 26 March 2024. (Corresponding author: Pubudu L. Indrasiri.)

Pubudu L. Indrasiri, Bipasha Kashyap, and Pubudu N. Pathirana are with
the School of Engineering, Deakin University, Waurn Ponds, VIC 3216,
Australia (e-mail: pranpatidewage @deakin.edu.au; b.kashyap @deakin.edu.au;
pubudu.pathirana@deakin.edu.au).

Dinh C. Nguyen is with the Department of Electrical and Computer
Engineering, The University of Alabama in Huntsville, Huntsville, AL 35805
USA (e-mail: dinh.nguyen@uah.edu).

Yonina C. Eldar is with the Faculty of Mathematics and Computer
Science, Weizmann Institute of Science, Rehovot 7610001, Israel (e-mail:
yonina.eldar @weizmann.ac.il).

Digital Object Identifier 10.1109/JI0T.2023.3334298

, Member, IEEE, Dinh C. Nguyen™, Member, IEEE, Bipasha Kashyap™, Member, IEEE,
, Senior Member, IEEE, and Yonina C. Eldar

, Fellow, IEEE

that the IoT will be augmented by big data analytics and
eventually artificial intelligence (Al), which will lead to a new
world powered by data-driven Al Traditionally, Al techniques
require centralized data from source devices. However, due
to rising issues involved in data privacy and communication
constraints, it is challenging to transfer data to a third party
(e.g., an aggregator) for model training.

Recently, federated learning (FL) has been introduced as
an emerging and promising approach by collaborating several
devices to perform Al training without disclosing original data,
aiming to protect user privacy and conserve network resources,
such as bandwidth [2], [3], [4]. It allows massively distributed
deep learning model training with dozens or even thousands
of participants in a single session [5]. During the training
phase of an FL model, the training data set is disseminated
among [oT devices, which may belong to different users or
organizations [6]. A participant trains the shared model and
then uploads local updates to the centralized server (CS).
Then it aggregates model updates from the clients while
storing their training data on local storage, avoiding any
privacy concerns [7]. Since this cycle continues repeatedly, all
clients train the shared model independently. Consequently,
FL claims to offer significant privacy benefits over standard
consolidated data-driven model training methods, with lesser
communication bandwidth needs [2], [8].

However, recent research has shown that model updates can
still leak private information, necessitating a more organized
risk assessment [9]. It is conceivable that security breaches
could occur as a result of inherent vulnerabilities in the
existing FL architecture [9], [10]. The standard FedAvg does
not tolerate even a single Byzantine worker’s behavior [11].
In the rare circumstance where an attacker knows all benign
clients’ local updates, model accuracy could plummet from
100% to 0%. It simply needs to set the attacker update to the
inverse of the linear combination of other regular updates to
counteract the effect of benign clients. Such attackers must be
eliminated from an FL system in a timely manner to avoid
fraudulent model corruption and irrelevant incentive and profit
allocation to adversarial clients.

A. Related Work

There has been a surge of interest in Byzantine-robust FL
in recent years. Numerous studies have suggested defense
mechanisms to tackle Byzantine clients in an FL system.
Most of these mechanisms could be classified into two main
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TABLE I
IDENTIFIED LIMITATIONS OF PREVIOUS FL ATTACKER DETECTION
METHODS. THE LETTER “P” INDICATES THE WORD “PARTIALLY”

Algorithm [16] | [17] | [18] | [19] | [20] | [21] | [22] | [23]
Identify Attackers v v p v v p p v
Data Poisoning v v v v v v v
Model Poisoning v v v v
Targeted v

Untargeted v v v v v v v v
No pre trained model || v/ v v v v v v

No validation dataset v v v v v v
No accuracy drop v v v v v

categories: 1) secure aggregation and 2) Byzantine worker
detection.

1) Secure Aggregation: To counter Byzantine attacks in
FL, various aggregation rules have been proposed by previous
researchers. The conventional and widely used aggregation
algorithms, such as Krum [11], GeoMed [11], Trimmed
Mean [12], and Medoid [13], primarily focus on developing a
robust aggregator capable of estimating the “central point” of
the local model updates obtained from clients. However, such
aggregation methods are vulnerable to exploitation by attack-
ers who can bias the central point through malicious updates,
as observed in studies, such as [14] and [15]. Furthermore,
aggregation methods do not distinguish between malicious
and nonmalicious updates. Instead, they strive to tolerate
adversarial attacks and attenuate their negative consequences
via sophisticated model updating processes that are difficult
for attackers to exploit. These methods focus on enhancing the
robustness and security of the FL system in the presence of
malicious clients.

2) Byzantine Worker Detection: Attacker detection refers
to the process of identifying and mitigating potential malicious
participants within the FL network. The goal is to detect and
prevent attackers who may attempt to inject poisoned data or
compromise the integrity of the learning process. Techniques,
such as anomaly detection, statistical analysis, and behavior
monitoring, are commonly employed to identify suspicious
activities and protect against adversarial behavior.

While certain prior studies have achieved effective detection
of attackers, several limitations persist, as illustrated in Table I.
The first limitation of certain techniques from [18] and [21] is
the partial identification of attackers, leading to the underper-
formance of the global model. Additionally, some strategies
solely focus on specific threats, such as model poisoning
or data poisoning [24]. Certain tactics concentrate only on
targeted [25] or untargeted [22], [26] attacks, resulting in
an inaccurate global model. The utilization of a pretrained
autoencoder model in [23], [27], and [28] is not suitable for
distributed systems as it relies on a supervised ML setting
and requires manual classification of benign and malicious
updates. This approach increases deployment and maintenance
costs. Some approaches [20], [24] violate the goal of FL
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by using a validation data set on the server, which involves
sharing original data with third parties. Incomplete attacker
identification or failure to address a wide range of attacks leads
to significant accuracy drops in certain approaches [18], [21].
Furthermore, the combined defense method proposed in [29],
which includes error rate and loss function-based rejection,
also requires a validation set. Malicious clients can deceive
the server by providing fake sample sizes, known as a
“weight attack,” as demonstrated in several studies [30], [31].
Therefore, the limitations mentioned above necessitate the
development of a robust framework for detecting attackers.

B. Motivation

Motivated by the highlighted limitations of existing
approaches, we propose a robust client selection mechanism
using the predictive coding/biased competition-divisive input
modulation (PC/BC-DIM) architecture [32] and geometric
median (GM). Traditionally, the FL process chooses its clients
completely or almost randomly, while our approach leverages
partial client selection based on the legitimacy of each client.
While simpler methods may be effective in certain scenarios,
the PC/BC-DIM neural network provides a more sophisticated
approach that can handle a wider range of potential attacks and
is less susceptible to false positives. Traditional methods that
use historical information may not be effective in detecting
malicious clients because they may have yet to exhibit any
malicious behavior in the past. Therefore, the proposed method
provides a more robust and reliable method for detecting
malicious clients in FL.

C. Main Contributions of This Article

This article highlights a set of key contributions as follows.

1) Robust Client Selection: We propose a novel robust
client selection mechanism, called Federated Extra
Protection (FedXPro), for distributed synchronous SGD
that is resilient to Byzantine failures with provable
convergence.

2) Algorithmic Implementation: To the best of our knowl-
edge, our research represents the pioneering utilization
of Bayesian inference in a predefined PC/BC-DIM neu-
ral network, in conjunction with GM, for client selection
in FL.

3) Capability: The FedXPro is capable of identifying
corrupted updates resulting from both targeted and
untargeted poisoning attacks by analyzing the parameter
vectors of each client, even with a minimal malicious
ratio and multiple attack types that occur in a single FL
session.

4) Extensive Simulations: We effectively demonstrate the
robustness of our methodology by countering a diverse
array of poisoning attacks while accurately replicating
genuine adversarial behavior. Furthermore, we validate
the effectiveness of our approach on client nodes uti-
lizing two distinct Deep Learning architectures, namely,
multilayer perceptron (MLP) and convolutional neural
network (CNN), and three data sets.
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Protocol 1: N Denotes the Remote Client Count. The percentage
of clients engaged in each round is indicated by P, P € (0, 1]
1: Initialization: The initial model parameters are randomly
generated by the central server.

2: Client Selection: The CS selects a random set of clients,
[N x P].

3: Transmission: The central server transmits the initial model
parameters to selected clients.

4: SGD Update and Upload: Qualified clients utilize their
local data to train the models and subsequently send the
updates to the central server.

5: Aggregation: The central server calculates the arithmetic
mean of the updates received from individual clients.

6: Convergence: Steps 2 through 5 are repeated until the
system obtains its optimal global model.
®
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Fig. 1. Overview of the evaluated threat landscape.

D. Overview of This Article

The remainder of this article is organized as follows.
Section II explains the problem definition and introduces our
defense strategy toward poisoning attacks on FL. Section III
illustrates the methods and methodologies used for building
the proposed FedXPro. Sections V and VI provide our
experimental setting and results with performance evaluations,
respectively. Finally, Section VII discusses future directions
and conclusions.

II. FEDERATED LEARNING AND PROBLEM FORMULATION

This section introduces conventional FL and subsequently
examines the threat landscape relevant to our proposed solu-
tion. We then formulate the problem statement, taking into
account the identified threats landscape.

A. Traditional Federated learning

The FL stages are outlined in Protocol 1.

B. Threat Landscape

As shown in Fig. 1, the threat landscape considered in this
study involves an attacker who may be a client participating
in the FL system or an attacker located between the client and
server data transmission. It is assumed that the central server
(CS) is honest. The attacker is assumed to have complete
control over a portion of the remote clients or the entire FL
system, referred to as a white-box attack. That enables the
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attacker to tamper with various aspects of the system, such as
the target training algorithm, source data of legitimate clients,
and hyperparameters of the model.

More precisely, this study focuses on Byzantine clients [33],
a subgroup of clients attempting to disrupt the effective
training of a global model through various Byzantine attacks.
These attacks are categorized based on the adversary’s goal,
with sample reconstruction, information inference, model cor-
ruption, and runtime misclassification being key attack goals.
This study specifically concentrates on the third and fourth
attack goals, primarily achieved through poisoning attacks.
Poisoning attacks are divided into two categories: 1) data
poisoning and 2) model poisoning attacks. Depending on the
attacker’s objective, poisoning attacks can be either targeted
or untargeted [34]. The data and model poising attacks can be
described as follows.

1) Data Poisoning: This involves sophisticatedly tam-
pering with original data points by replacing them with
adversarial data points. For example, the label-flipping
attack [35] in which the label vector class of a legitimate data
set is flipped into a different class.

2) Model Poisoning: This attack type aims to arbitrarily
manipulate the gradients from the local SGD before sending
them to the CS [14]. The attacker’s goal is to corrupt or
misclassify the model.

C. Problem Formulation

Our research addresses the question of how to select the
most trustworthy clients for step 2 of Protocol 1 without
being affected by malicious clients that may try to disrupt the
process.

Consider a distributed network under the orchestration of
a single CS with a total of N remote clients. Within these
clients, a subset B, such that B C N is identified as Byzantine
clients that exhibit arbitrary behavior. The remaining clients
are referred to as honest clients and are represented as C =
N — B, such that C ¢ B. Each honest client, denoted as c,
possesses a local data set D, that comprises S, data samples.
Similarly, a Byzantine client b is associated with a local data
set Dy, with S;, data samples. Assume a uniform distribution of
data samples among the honest clients. We approach this under
the framework of an infinite number of synchronous rounds,
represented as 7. During round ¢t € T, the CS distributes
its parameter vector o' € R? to all clients. Subsequently,
every client performs ¢ iterations of synchronous SGD, a
widely used optimization algorithm in Al In the context of
a specific honest client, the loss function for a given sample
S, is represented as f(w’, S.). The ultimate aim is to find the
optimal solution for the following average objective function
among all honest client devices:

N-B

1
F* = argmin F(®) = —— aeFe(w 1
rgmin F (o) N_B;cm )

where
1

Fe@) =+ > f@, S )

SceD,
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Fig. 2.

Illustration of the proposed method, “FedXPro,” showcasing the network architecture. Section A represents the CS and its functionality, while

Section B depicts the institutions with IoT devices (referred to as “remote clients”). The diagram demonstrates the typical networking flow, starting from the

specific IoT devices to the CS, emphasizing the importance of API security.

and F.(w) represents the local objective function for a given
honest client and « denotes the relative importance of each
client where . > 0 and ZICV;B o, = 1. Since the o, is user
defined, we defined it as a. = (S./St) where S7 = ZICV;IB Se,
the total sample size acquired across all honest devices.

In a potentially vulnerable FL system, each honest client,
denoted as c, calculates its gradient update G%. = Vf (o', S).
Concurrently, Byzantine clients represented as b, could poten-
tially manipulate data arbitrarily. They propose their own
gradient update, represented as G}, reflecting these manipu-
lations. Following these computations, both types of updates
are then communicated back to the CS, hence influencing the
global model parameters:

t r Vf(wtv SC)? c ¢B
Ge. G = {Arbitary, ieB @)
Ve, o' <« o —nG. “4)
Vb, a)ZH «— o — nGZ )

where 7 is the predefined learning rate for local ML models.
During a given communication round ¢, the CS aggregates
the parameter updates from all clients and updates the current
global model using a unique aggregation method

C B
[Zsc(wﬁl) + Zsbw;,“)} (6)
c=1 b=1

where, a)I’;H denotes the poisoned global model in the server
for t + 1 iteration. Subsequently, the poisoned global model

1

Cut+1 —
C+B

D

is shared with client devices that lack the ability to perform
accurate further training using their own localized data. Hence,
the primary challenge lies in identifying and eliminating
Byzantine clients B, from the FL system.

III. PROPOSED METHODOLOGY

In this section, we describe our proposed FedXPro system
architecture, and assume a cross-silo FL scenario in which
a limited number of remote clients, like organizations or
institutes, engage in the FL process.

A. Overall System Architecture

The proposed FedXPro architecture, depicted in Fig. 2
(A) for the server area and (B) for the remote clients, combines
two distinct techniques: 1) GM (in step 1) and 2) PC/BC-
DIM neural implementation (in steps 11, 12, and 13). These
techniques are integrated to form the proposed algorithm,
FedXPro. The following sections will discuss the theoret-
ical foundations of PC/BC-DIM and GM, followed by an
explanation of how PC/BC-DIM can be adapted for FL client
selection. Subsequently, in Section III-C, a comprehensive
workflow will be provided, starting from scratch. Detailed
explanations of the employed deep learning architectures
(MLP and CNN) on client nodes are provided in Section V-C.

1) PC/BC-DIM Neural Network: The PC/BC-DIM is a
type of neural network architecture. It stands for PC/BC-DIM
and is based on the predictive coding (PC) theory of brain
function [32]. The PC/BC-DIM architecture is designed to
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output output

prediction (p)

error (e) reconstruction (r)

1\/& Hf Hl

input (x) output X1 X2 X3

Fig. 3. PC/BC-DIM neural network architecture, (a) for single input,
(b) for multiple inputs. Rectangles indicate the three neuron populations
(reconstruction, error, and prediction), whereas arrows show connections
between them.

learn predictive representations of the input data by iterative
processing and updating the input through multiple layers of
neurons [32]. This approach is intended to enable the network
to encode and store information efficiently while minimizing
redundancy.

As in Fig. 3(a), this architecture comprises three separate
neural populations, and they constituted a single PC/BC-
DIM processing phase while Fig. 3(a) shows when inputs
originate from a variety of sources functioning of each neuron
population is expressed in the following:

r=Vsxp @)
e=x0Q (r+e) (3)
p=pP+e)dWxe )

where X, e, and r represent input, error, and reconstruction
vectors, respectively, with sizes of m x 1. A specific input’s
probability distribution is contained in the input vector, and
m indicates the number of points in the distribution. The
value of m needs to be determined based on the problem
statement, which will be explained in Section III-C. The
prediction neuron activations are captured by the vector p
of size n x 1, where n indicates the number of inputs. The
weight matrix W is an n x m matrix, while the feedback
weight matrix V is its normalized transpose, resulting in a
size of m x n. The operators ® and @ represent point-to-
point multiplication and division. The value of €; is given
as 1 % 107% to prevent prediction neurons from becoming
nonresponsive, and it also defines the baseline activity rate
of prediction neurons. The value of € is equal to 1 %
10~4, which is used to prevent division by zero errors and
determine the required minimum strength of input that affects
the response of prediction neurons. Each row of W serves as
a “base vector” or “elementary component” in this context.
The weights in the matrix hold the prior knowledge of the
external environment. It is important to note that in this case,
W should exclusively consist of probability distributions from
the same set, specifically data with binary labels of 1 or 0.
Further details on the preparation of values for x, W, and V
will be discussed in Section III-B.

The PC/BC-DIM architecture is listed step-by-step under
Algorithm 1. Prediction neuron activations (p) are initialized
with small random values or with zero values and (7)-(9)
iterate for a number of rounds to update the new r, e and
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Algorithm 1 Activation of PC/BC — DIM. W Denotes
Weights and x Denotes Inputs

1. PCBCDIM(W, x)
V=W~

2:
3: p < p is initialized as a column vector of zeros
4: for i =1 : iterations do
5: r< Vsxp
6: e<—XxQ(r+e)
7: p<(pte)®Wxe)
8: end for
9: return r,e,p =0
%]
5 Hl \Weights
s 14 E inputs
=z i
3 121 Il pcbc-dim response
el
o
S 1.0
mf-\
T
GE 0.8
§ 0.6 1
[
S 0.4+
kS
S 02
2
£ o001 —
n T T T T T T
-5 0 5 10 15 20

Euclidean distance (d) between GM and each client

Fig. 4. Probability distributions of priors (blue), inputs (black), and responses
(red) of the respective black-colored input.

p values of the previous p. If the r becomes constant over
time, the network is considered to have converged. The amount
of synaptic weights significantly impacts the time it takes
to converge. Fig. 4 graphically illustrates the functionality
of PC/BC-DIM. It is remarkable that inputs with probability
distributions that closely resemble the weights exhibit signif-
icantly higher reconstruction power or response, while those
with dissimilar distributions exhibit lower power.

B. Adapt PC/BC-DIM in FL Client Selection

To implement the PC/BC — DIM architecture, it is nec-
essary to fulfill two distinct conditions as outlined in
Algorithm 1.

1) Model updates from individual clients, represented as
vectors that contain weights and biases, need to be
transformed into a meaningful probability distribution as
the input (x).

2) A weight matrix (W) must be prepared from the same
set of legitimate or malicious clients.

To achieve this, we begin by converting each parameter vector
into a single representative value, enabling the creation of
probability distributions for each client. Subsequently, we
identify and select a group of reliable clients from which to
construct the weight matrix (W). This process mimics the
training and building of the model. In this particular case, these
two prerequisites were accomplished by using the GM.

1) Geometric Median: A central point that minimizes the
total distance to all other points. This is a promising statistical
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inference strategy for Byzantine resilience on distributed
SGD [11], [12], [22]. The GM has been employed in previous
studies to implement secure aggregation rules in the parameter
server since it provides a trustworthy parameter vector across
valid and corrupted ones. This idea was utilized to distinguish
a subset of genuine clients in order to determine prior
knowledge and prepare probability distributions to build W for
the PC/BC-DIM architecture. The parameter server receives
parameter vectors (w) from clients, and the aim is to find a
reliable vector (g*)

N

g* = geomed{w;} := argmin Z lg* — will.
ieN greR? o)

(10)

2) Prepare Probability Distributions: Euclidean distances,
denoted as d; € R, are computed between the optimal param-
eter vector g* and each parameter vector w;. The distance for
a specific client i is represented by d;

Y

where g represents the fixed dimension value of the parameter
vector that remains consistent across all clients, while a
refers to a specific point in both vectors. By calculating
the Euclidean distance from g*, we obtain a meaningful
single value for each client. These values can be fur-
ther transformed into suitable probability distributions, such
as a Gaussian distribution, through appropriate conversion
techniques.

3) Prepare the Weight (W) Matrix: With the Euclidean
distance and corresponding probability distributions from
Section III-B2 available for each client, the next step involves
selecting a subset comprising only reliable clients. To accom-
plish this, we leverage a unique GM property under specific
assumptions.

Assumption 1: For a particular FL system, the count of
Byzantine workers, designated as B, is less than half the total
number of workers, represented by N.

Assumption 2: Each good client’s model updates (weights
and biases) are close to other good clients.

Assumption 1 is a commonly made assumption in prior
Byzantine resilient algorithms, such as [11] and [29]. It
serves the purpose of categorizing different client clusters.
By considering both Assumptions 1 and 2, we can identify
the cluster that encompasses the maximum number of points,
indicating the presence of good clients. This information is
crucial in determining the prior knowledge, as we now possess
the Euclidean distance from g* to each point.

In Fig. 5 a), the distribution of clients is depicted, with
good clients represented by green and bad clients by red
color. In Fig. 5 b), the GM point is illustrated. It is apparent
that the GM point is situated close to the cluster containing
the majority of the points. We can select a subset of good
clients by evaluating the distances from the GM to each
vector. These good clients are identified based on having
the lowest distance values. Consequently, we can utilize
the probability distributions of this selected set of good
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contained maximum clients.

clients to construct the weight matrix W (model training),
while the remaining vectors are predicted using this trained
model.

C. FedXPro Work Flow

In this section, we provide a step-by-step overview of
our proposed algorithm, FedXPro, illustrated in Section III.
During the rth global communication round, the CS receives
the parameter vectors (Vi € N, wf-) from each client i € N
after their respective local SGD estimations. The remaining
procedure can be divided into the following steps.

1) Step 1: Using (10), we construct the GM vector of all

the vectors, w; from both the honest (C) and malicious
(B) clients.

2) Step 2: Applying (11), we compute the Euclidean
distances (d) individually between GM and each wy.

3) Step 3: The computed d values are organized in ascend-
ing order.

4) Step 4: For future calculations of PC/BC — DIM, select
a range of values (R) between two integers. Ensure that
one integer (Rpin) is smaller than the minimum d, and
the other integer (Rpax) exceeds the maximum d. Next,
generate a set of m points uniformly distributed within
the selected range R, where m can represent any desired
number.

5) Step 5: In accordance with Assumption 1, a subset of
clients is chosen for further analysis by selecting the
initial half or less than half of the clients after arranging
the distance values in ascending order in step 2. These
selected clients, termed “centers”(C), are considered as
prior knowledge for subsequent procedures.

6) Steps 6 and 7: To encode each center into the Gaussian
distribution, we select the initial half values calculated
in step 3 and then proceed to determine the standard
deviation o. Gaussian distribution (x;) for center i

(R —Cp)?
X; = CXP(TO_Q) (12)
where
W «Viel, x;. (13)

A single dimensional Gaussian encoded input is used to
set a weight vector in weight matrix W, size of [C x m].
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After encoding all centers as training weights, the weight
matrix W is

wiowpowy W'
1 2 3
wo W owrowd W "
L .
We We We we

7) Step 8: Next, we define the variable V as the normalized
transpose of W

T
V= [mai(w)] . (15)
8) Step 9: Initialize p with zero values for PC/BC — DIM.
9) Step 10: The computed d values in step 2 are trans-
formed into a Gaussian distribution using (12). Then
PC/BC-DIM is started.
Step 11: First, calculate the r values using (7).
Step 12: Calculate the error e using (8).
Step 13: Calculate the prediction p using (9).
Steps 11, 12, and 13 are iterated up to predefined
rounds and finally calculate the reconstruction power by
summing the values of vector r. If the summation of
reconstruction is very low, that client is identified as a
potential attacker, denoted as 0. For the ith client

10)
11
12)

1

; 1, if sum(r) < le ©
X; <« .
0, otherwise.

Algorithm 2 outlines the complete leveraging of this tech-
nique to filter legitimate local updates from legitimate clients.
Subsequently, the standard FedAvg algorithm is employed to
generate an upgraded global model. This process ensures a
systematic and reliable approach for incorporating valid local
updates into the global model.

The final computational complexity of Algorithm FedEXPro
is influenced by three key factors: 1) the computational
complexity of PC/BC-DIM; 2) the computational complexity
associated with the GM calculation using Weiszfeld’s algo-
rithm (G) [36]; and 3) the number of iterations required for
convergence. Additionally, the number of clients participating
in the FL scenario also plays a role. Thus, the overall
computational complexity can be approximated as O(G + N -
d~+iterations- (N2 +N+N-E)), where E determines the size of
the weight matrix W and, N represents the number of clients
in the FL scenario.

Considering the involvement of edge devices, CNN architec-
ture with an input layer, two convolutional layers, two hidden
layers, and an output layer, the computational complexity can
be estimated using symbols, such as A for the number of
input neurons, H for the height of the input feature map, W
for the width of the input feature map, F for the number of
filters in each convolutional layer, C for the kernel size of the
filters, D for the number of neurons in the hidden layers, and
M for the number of output neurons. The final computational
complexity of the CNN in FL can be approximated as O(2 -
F-K*H-W+2-D+D-M).
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Algorithm 2 FedXPro: Federated Extra Protection
Require: N: total number of clients

1: Server-side execution

2: Initialize parameters: €, €,

3: Initialize empty sets: U, H, M

4: fort < 1to T do

5 for i < 1to N do

6: wf“ «— o' —nVfi(e', ]}

7: U < UUf{wi™)

8 M <« MU {0

9: M <« CalculateGeometricMedian(M) <« eq. (10)
10: D <« CalculateEuclideanDistances(M, U) < eq. (11)
11: D < SortAscending(D)

12: Rmax < FindMaxThreshold(D)

13: Ruin < FindMinThreshold(D)

14: N <« generatePoints(Rmax, Rmin)

15: o <« FindSigma(D)

16: W < InitializeWMatrix('2!, \)

17: for i < 1 to |U| do

18: d; < DJi]
19: x <« CalculateGaussianDistribution(d;)
20: if i < 1Yl then
21: W <« UpdateWMatrix(W, x)
22: end if
23: y, e,r < PCBCDIM(W, x)
24: if sum(r) < Threshold then
25: EliminateClient(7)
26: else
27: H <~ HU{i}
28: end if
29: L < GetLocalModelUpdates(H)
30: 't « FederatedAveraging(L)
31: CS broadcasts »'T! across clients
32: Client — side execution
33: forH € N in parallel do
34: a)f-Jr2 «— ot — ani(w,H,Sf“)
35: end for
36: Return o' to server
37: end for
=0

IV. CONVERGENCE ANALYSIS

In this section, we demonstrate the convergence properties
of FedXPro and its resilience against Byzantine attacks. We
leverage prior work by [37] to highlight the effectiveness
of biased client selection for faster convergence. Expanding
on their findings, we prove the convergence of FedXPro by
promptly eliminating clients with higher F;(w) values. This
selective favoring of specific clients enhances the method’s
overall robustness.

A. Assumptions

The following assumptions are made regarding the func-
tions Fi,Fp,...... , Fy,. The “Softmax classifier” and “logistic
regression” are prominent examples of Assumptions 3 and 4.
For client i € [N].
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Assumption 3: F1, F3, ..., F; are L-smooth: for all x and
Y. F(x) < F(y) + x—y)" VFi(y) + (L/2)|Ix — y|*.

Assumption 4: F1, F,, ..., F; are p-strongly convex: for all
x and y, F(x) = F(y) + x =y VF(@y) + (1/2)lIx — y|*.

Assumption 5: Let &; be the mini-batch, uniformly sampled
from each client device i at random. Consequently, an unbiased
stochastic gradient is produced, that is E[g;(y;, &)] = VFi(y;).
Further, the each honest device’s stochastic gradients variance
is upper bounded. |[E[g;(yi, &)] — VFi(yn)| < o

Assumption 6: Stochastic gradients have a uniformly
bounded expected squared norm, i.e., E| g;(y;, £)1* < G2.

Next, present two metrics that will be relevant for conver-
gence analysis.

Definition 1 (Difference of Local, Global Objective
Functions): For the global optimum = y* = argminy F'(y) and
for local optimum = y;* = argminyF i(y). The difference (h)
is defined as

h=>a(Fi(y") — Fi(y})) = 0.

i=1

(16)

Here, the % denotes a crucial characteristic of the local and
global optimum optimization functions. It indicates a more
diverse data set if the value is high. If it is at zero, then both
the local and global levels are steady.

In contrast to random client selection with unbiased manner,
the FedXPro leverages biased client selection. The FedXPro
selects clients using the reconstruction power (r) which leads
to select clients having higher F;(y). This approach impacts
the global and local objective differences due to higher
ny:l a;(Fi(y*)). The next definition illustrates the effect of
the FedXPro for the objective difference.

Definition 2 (Selection Bias): Let us take the set of selected
clients B using FedXPro with respect to current global model
y as B(®, y), where © denotes the FedXPro. For any attacker
b € B, we define a function f(B(®, y), )

[ﬁ Y pep(Fo¥) — F}f)]
Fy - Y

This function reflects the bias of the approach FedXPro. Here,

y’ denotes the local models that are evaluated. As in study [37],

we now define two new distinct measurements ([_", f), where

(f < f) shown in (18), at the bottom of the page, which are

independent from y and y’. These measurements allow us to
set an error limit for the convergence study.

In FedXPro, we use a biased client selection approach

which is to eliminate the client updates which have a higher

loss. Hence, the f and f get higher values. In our analysis,

a7
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we prove larger f signifies faster convergence, despite the
possibility of an error gap.

B. Convergence Result

The convergence results for FedXPro for standard FedAvg
with limited device participation are shown here regarding the
local-global optimum objective difference.

Theorem 1: Under the conditions of Assumptions 3 to 6, let
y = (8L/n) and the learning rate n, = [2/u(y + 1)]. After T
iterations of FedXPro with only selected devices participating,
the error is satisfied by (19), shown at the botttom of the page.

Proof: See Appendix A. |

One important conclusion from Theorem 1 is that a higher

f causes a faster convergence rate, as O (1/[T +f1).

V. EXPERIMENTS

In the experimental setting of our proposed FedXPro
algorithm, we employ diverse real-world data sets and utilize
two different neural networks. Additionally, we conduct a
series of poisoning attacks that replicate genuine adversarial
behavior. Our research utilized a Windows 10 system with an
Intel 17-6500U CPU (two cores and four logical processors),
8-GB DDR3 RAM, and third-party tools Jupyter Notebook
and PyCharm.

A. Data Sets

For the simulations, we employ three distinct data sets for
an image classification task.

1) MNIST: This well-known data set of handwritten digits
has 10000 samples in the test set and 60000 examples in
the training set. Each illustration is 28 x28 pixels in size and
includes a label. All values are normalized to [0, 1], and the
range of the pixel values is O to 255.

2) CIFAR-10: This comprises 60000 32x32 color pho-
tographs divided into ten classes, each with 6000 samples. In
addition, all pixel values are normalized to [0, 1].

3) FMNIST: This contains 70000 fashion products in
28x28 grayscale photographs from ten categories, with 7000
images per category.

B. Data Distribution Over Clients

The data set was partitioned among a total of 50 clients,
comprising 30 legitimate clients denoted as C and 20
Byzantine clients denoted as B. This partitioning aimed to
account for adversarial behavior within the system. To intro-
duce data heterogeneity, an uneven distribution strategy was
employed, assigning a varying number of samples from the

f= mir}f(B(G), Y)). f= mir}f(B(G), ¥Y)). (18)
Y.y Y.y
1 4L(3272G* +02%/B  8L*h  Ly|w® —w*|?2. 8Lh f
E[Fy) D] - F* — —(=—-1). 19
PO = F = G T - 5 +3G =D (19)
El E2
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training set to each client. Specifically, the number of samples
allocated to individual clients ranged between 100 and 1500.

C. Neural Network Training

For the MNIST data set, we utilize a MLP with two
hidden layers, employing ReLU activation in the network and
Softmax activation in the output layer. On the other hand,
for the FMNIST data set, we utilize a CNN comprising two
5x5 convolution layers with 20 and 50 channels, respectively,
followed by max pooling. It also includes a fully connected
layer with 500 units, ReLU activation, and a Softmax output
layer. For the more challenging CIFAR-10 data set, we employ
a heavier CNN model with two 5x5 convolution layers having
64 channels each. This is followed by two fully connected
layers with 384 and 192 units, respectively, 2x2 max pooling,
and a Softmax output layer.

D. Poisoning Attacks and Malicious Ratio (p)

We address data and model poisoning attacks that are both
targeted and untargeted. The following attack types were con-
sidered, and Byzantine data sets were generated accordingly.
The first two attacks are data poisoning, whereas the latter is
model poisoning. The noise attacks were constructed with the
Python skimage package, and model attacks were created with
the PyTorch torchattacks library.

1) Label Flipping (LF) Attack [35]: The attacker swaps
the labels of all original data samples from one class
to another, like when the label “patient” is replaced
with the label “control” in a patient and control
classification.

2) Noise Injecting Attacks [38]: Noise insertion is a mask-
ing technique for modifying an original format of data
into a different one. Each noise source was put to the
test by increasing and decreasing its amplitude. We
experimented with four noise attacks. Let ¢ and ¢”
denote the clean and perturbed image, respectively, and
7 denote the noise. Then, ®» = & + P where T
depends on (u, o), that are used to control the noise
characteristics, where u represents the mean, and o
represents the standard deviation of the noise distri-
bution. For Gaussian noise, attacker b € B generates
its model a)z with 4 = 0 and different o values. For
random noise, the noise was added randomly by altering
the n and o. For salt and pepper noise, is a random
disturbance that corrupts images with scattered white
and black pixels, degrading image quality. For Speckle
noise, this arises during image capture due to external
factors affecting the sensor, causing changes in both
u and o.

3) Fast Gradient Sign Attack (FGSM) [39]: This is
a gradient-based attack. Perturbed images were gen-
erated using the gradient Vgfi(o',S). ® = & +
esign(Vofi(w!, S)) where € denotes perturbed amount.

4) Projected Gradient Descent (PGD) [39]: This is a white
box attack that allows an attacker to access the model
gradients. P = Tgs(P + asign(Vefi(w', S))).
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TABLE II
PERFORMANCE COMPARISON OF ALGORITHMS ON MNIST DATA SET
UNDER LF ATTACK IN TWO SCENARIOS

Algorithm Attack Strategies
Single Label | Multi Label
LoMar 91.2 88.5
Krum 88.3 73.4
Median 65.5 65.5
FG 78.3 80.2
FG + Krum 81.2 41.5
FedAvg(No Attack) 93.1 93.1
VI. RESULTS

This section summarizes the results and theoretical findings
of the proposed algorithm, FedXPro.

Before diving into our findings, we noticed that the
study [40] compared their approach, LoMar, with other state-
of-the-art techniques in the context of label-flipping attacks.
The comparison was conducted in two scenarios: 1) single-
LF, where only one label is flipped at a time and 2) multi-LF,
where multiple labels are flipped simultaneously. To establish
a fair benchmark, we adopt the techniques used in that
comparison, as listed in Table II, to evaluate the performance
of our proposed algorithm, FedXPro, under the same attack
setting. According to the information given in Table II, the
highest accuracy score was obtained with no attack condition
in both scenarios, which implies when the standard FedAvg
execution in a Byzantine-free environment.

Their analysis, as presented in Table II, reveals that each
algorithm experiences a decline in accuracy when generating
the global model securely. By excluding the “No Attack”
condition, it is evident that LoMar achieves the highest accu-
racy under the LF attack in both single-label and multilabel
scenarios. However, it demonstrates a significant drop in
accuracy in the multilabel scenario. This comparison provides
a clear context for conveying our research findings and high-
lighting the robustness of FedXPro. Our approach focuses on
eliminating all malicious client updates, creating a Byzantine-
free environment, and subsequently executing the standard
FedAvg algorithm. In Section VI-A, we demonstrate that our
approach achieves accuracy levels comparable to FedAvg in the
absence of attacks, even with the presence of malicious clients,
in both label-flipping scenarios. Furthermore, our method
outperforms other attacks outlined in Section IV.

A. Robustness of FedXPro

This section presents a detailed analysis of the robustness
of FedXPro. Using three data sets, we compare the clas-
sification accuracy of FedXPro under a Byzantine setting
with two related schemes. In addition, we compared our
method to GeoMed [11], which we used as a prerequisite.
This allowed us to assess our method’s performance and
effectiveness in relation to GeoMed. The first scheme involves
the performance of traditional FedAvg under a Byzantine
setting (FedAvg With Attack). In contrast, the second scheme
focuses on FedAvg without a Byzantine setting FedAvg (No
Attack). The Byzantine setting encompasses all the attacks
mentioned in Section IV, individually or in combination.
For FedXPro, we denote it as FedXPro (With Attacks),
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TABLE III
PERFORMANCE CONCERNING DIFFERENT ALGORITHMS AND DATA SETS
UNDER CONSIDERED MAXIMUM p FOR EACH ATTACK

IEEE INTERNET OF THINGS JOURNAL, VOL. 11, NO. 7, 1 APRIL 2024

TABLE IV
PERFORMANCE WITH RESPECT TO DIFFERENT ALGORITHMS AND DATA
SETS UNDER CONSIDERED MAXIMUM p FOR EACH ATTACK

specifically FedXPro (LF), FedXPro (Random), FedXPro
(Gaussian), FedXPro (Sperckie), FedXPro (Salt&Pepper), or
FedXPro (LE, Random, Gaussian, etc.).

1) Comparison of Algorithms for Each Data Set: In this
analysis, we conducted experiments with a single attack type
during each FL training session without mixing multiple
attacks. As shown in Table III, it is evident that FedXPro
(With Attacks) achieves comparable accuracy to FedAvg (No
Attacks) across all three data sets, for both data and model
poisoning attacks.

The accuracy score for FedXPro (With Attack) is reported
as the mean value with a margin of + 0.3, representing the
range of accuracy values across all attacks. Our analysis amply
demonstrates that FedAvg (With Attack) experiences a signifi-
cant drop in accuracy for all attacks on the MNIST, FMNIST,
and CIFAR-10 data sets. In contrast, FedXPro (With Attacks)
achieves accuracy values of 94.12% =+ 3%, 91.45% =+ 3%, and
65.68% =+ 3% for the respective data sets. Specifically, FedAvg
(LF) yields 79.21%, 81.12%, and 22.67% accuracy, exhibiting
a similar pattern for other attacks. Consequently, this analysis
reveals a substantial improvement in performance compared
to the benchmark schemes in Table III. Notably, FedAvg (No
Attack) achieves accuracy values of 94.97%, 91.98%, and
64.97%, further highlighting the superiority of FedXPro in
comparison.

2) Multiple Attack Types in a Single FL Training Process:
In this analysis, we consider the scenario where one or
more attacks are combined to initiate an attack in each
round or specific rounds. We conducted experiments with
three different attack combinations: 1) LF, Random, Gaussian
noise, and Speckle, representing a mixture of data poisoning
attacks; 2) FGSM and PGD, representing a mixture of model
poisoning attacks; and 3) LF, Random, Gaussian, and FGSM,
representing a combination of both data and model poisoning
attacks. The results, presented in Table IV, reveal a significant
accuracy drop in FMNIST and CIFAR-10 data sets under this
setting, while the MNIST data set exhibits a moderate decline
in accuracy.

We further computed additional performance metrics to the
MNIST data set. The results are presented in Table V.

Based on the results of this analysis, it is evident that
our proposed approach, FedXPro, consistently outperforms
other methods. FedXPro achieves nearly identical accuracy to

Algorithm Datasets Algorithm Datasets

MNIST FMNIST CIFAR-10 MNIST FMNIST CIFAR-10
FedXPro (With Artacks) 94.12 +0.3 91.45 +0.3 64.68 +0.3 FedXPro (With Artacks) 94.12 0.3 91.45 £0.3 64.68 £0.3
GeoMed (With Attacks) 89.50 £0.3 83.15 0.5 51.32 0.4 GeoMed (With Attacks) 90.35 +0.3 86.50 +0.4 49.50 £0.4
FedAvg (Label Flipping) 79.21 81.12 22.67 FedAvg (withattacks-1) 86.67 74.61 42.65
FedAvg (Random) 79.21 12.34 10.04 FedAvg (withattacks-2) 78.87 73.83 41.98
FedAvg (Gaussian) 83.28 71.37 40.56 FedAvg (withattacks-3) 85.33 69.21 43.22
FedAvg (Speckle) 86.65 75.76 48.32 FedAvg (No-Attack) 94.37 91.98 64.97
FedAvg (Salt&Pepper) 82.71 85.12 48.21
FedAvg (FGSM) 72.43 81.55 52.92
FedAvg (PGD) 84.21 71.65 44.36 TABLE V
FedAvg (No-Attack) 94.97 9198 64.97 PERFORMANCE METRICS (PRECISION, RECALL, AND F1-SCORE) FOR

DIFFERENT ALGORITHMS ON THE MNIST DATA SET UNDER THE
CONSIDERED MAXIMUM p FOR EACH ATTACK

Algorithm MNIST

Precision Recall F1-Score
FedXPro (With Attacks) 93 £+0.3 94 £+0.3 93 £0.5
FedAvg (withattacks-1) 85.32 84.61 84.54
FedAvg (withattacks-2) 72.81 74.43 79.21
FedAvg (withattacks-3) 81.44 81.21 83.43
FedAvg (No-Attack) 93.82 94.91 93.91

FedAvg (No Attacks) for all three data sets, even when sub-
jected to multiple attacks. Moreover, the accuracy of FedXPro
remains consistent with that of FedAvg (No Attacks) across
various communication rounds, highlighting the robustness
and stability of our approach.

3) Comparison With Different Malicious Ratio (p): We
introduce a parameter, denoted as p, to control the level of
corruption for each attack. We set p values for noise attacks
as [0.05, 0.25, 1, 5, 10, 20, 30, 50, 60], representing different
o2 values. For FGSM and PGD attacks, we use o values as
[0.001, 0.01, 0.1, 0.5, 0.9], which correspond to distinct € and
« values, as defined in Section IV. The p values for LF attacks
are configured from 20% to 100%, where 20% represents a
single-label LF attack, and higher values indicate multilabel
attacks where all labels of a particular data set are flipped into
other labels.

Fig. 6 illustrates the performance of FedXPro when increas-
ing the malicious ratio of participating attackers for a single
attack type under data poisoning attacks. Similarly, Fig. 7
demonstrates the performance under model poisoning attacks.
Notably, FedXPro (With Attacks) consistently achieves the
highest test accuracy for all three data sets. Moreover, it
maintains this accuracy even when increasing the p values
for both data and model poisoning attacks. In contrast,
FedAvg (With Attacks) is surpassed by the attacks as the p
value increases. Additionally, the performance of FedXPro is
affected by increasing ¢ values in noise attacks, while it
becomes more robust when decreasing € and « values in model
attacks.

B. Convergence Simulation

We visually depict FedXPro convergence and the effect of
eliminating Byzantine workers on resilience. Our experiments
comprised four categories with 200 communication rounds (t).
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Fig. 8 (a)—(c) presents the convergence analysis under LF
attacks, while subfigure (d) represents convergence under
multiple attacks. We compared the convergence of FedXPro
(No Attacks) with FedAvg (With Attacks), and FedAvg (No
Attacks). Notably, FedXPro (With Attacks) exhibited a similar
convergence rate to FedAvg(No Attacks), whereas FedAvg
(With Attacks) displayed inconsistent behavior. FMNIST
showed more variation with attacks, while MNIST exhibited
smooth convergence, albeit reaching the desired accuracy level
earlier.

C. Attacker Detection Rate Analysis

Throughout this study, we assume that the attacker count
is less than half of the total clients. Previous analysis
(Section VI-Al) demonstrated that under this assumption,
our proposed algorithm outperforms in scenarios involving
single and multiple attacks. However, an interesting obser-
vation arises in the case of multiple attacks, as depicted in
Fig. 9(a). Here, the attacker employs various attack types,
and the total number of attacked clients equals or surpasses
the number of nonattacked clients. Notably, a substantial

cluster predominantly consists of nonattacked clients, enabling
FedXPro to detect attackers to some extent. However, with an
increasing number of attackers, the detection rate experiences
a sharp decline.

In contrast, when an attacker launches a single attack type,
and the number of attacked devices exceeds the number of
nonattacked clients, the detection rates drop to zero, as shown
in Fig. 9(b). The lower row plot in Fig. 9 illustrates the
decreasing detection rate as the number of attackers increases
in single and multiattack scenarios. Notably, after surpassing
the threshold point of half the number of clients, the attacker
detection rate undergoes a significant and rapid decline.

VII. CONCLUSION

In this study, we have explored a novel mechanism called
FedXPro for detecting Byzantine attackers in the context of
FL. By combining the Bayesian inference with the PC/BC-
DIM neural network and GM, we have addressed several
limitations of traditional defense methods. The experimental
results demonstrate the superior performance of our proposed
approach compared to conventional methods.
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Moving forward, our future work will focus on optimizing
the speed of FedXPro, as it operates similarly to a neural
network and requires predefined iterations for each client.
Regarding client selection, we aim to develop a robust selec-
tion framework that goes beyond detecting only malicious
updates. Additionally, we will consider additional factors, such
as heterogeneous devices and diverse memories on client
devices, while enhancing the PC/BC-DIM as a versatile utility
for multicriterion client selection.

APPENDIX A
PROOF OF GEOMETRIC MEDIAN

Lemma 1: Let x1,x2,...,.,%X5 be a set of d points with
each x; € R", the GM is defined as

Convergence analysis of FedXPro with respect to three data sets
under LF attack and convergence of MNIST deadset under multiple attacks.
(a) CIFAR-10 (single). (b) FMNIST (single). (c) MNIST (single). (d) MNIST
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d

' - 20
arg min ;lez yll2 (20)
=

where argmin is the point y from where the sum of all distances
/o . ..

of x;* is minimum.
Proof: Let

d
FO)Y= " lxi—l.
i=1

If we rearrange xy; as x; < x» < ... < x4 then
d d—1
D lxi=yl =) i —yl+ (g —x1)
i=1 i=1

when y € [x;, x,], then

d
f(y)=;|x,~—y|=|xd71—y|

+ (g —x1) + (xg—1 —x1) + - -~

+ (xg —Xu)
2 2

f() = |xas1 — x| + constant. 2D
2

This is the absolute value function with
(X1d+1/2], Constant)xy41/2)minimize f(y)

vertex

d

o)=Y |x—yl = ¥g =yl + |xags —y| + constant.
i=1

(22)
The minimum occurs at [df (y)/dy] = 0
by differentiating and setting f'(y) to zero, we get
lxa — vl |Xar2 — yl
2 + —= = (23)
(v =) (ra )
Xd+2 + XxXn
7 2
X=—"

2
~ The median is halfway between Xag2 and X (24)

Xd — X = ()CM — x). (25)
2 2
Therefore
lxa — x| lxa — x|
2 + 2 =0. (26)
() e
2 2
Then x point is minimum to the GM. |

APPENDIX B
GROUND WORKS FOR PROOF OF THEOREM 1

We illustrate the lemmas used for proof of Theorem 1. Here,
B denotes the selected clients.

Lemma 2: If F; is L— smooth and has a global minimum
at y;, then we have that for any y; in F;’s domain

— Fi(y))-

IVE:(y)lI* < 2L(Fi(y:) (27)
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Proof:
Fi(y) = Fi(y;) — (VFi(¥7). ¥i — ¥7)
> Lvry, VF( 9P 28
oL i(yi) — i Yi) (28)
Fi(yd) — Fi(y}) = 2—||VF iy 1% 29
n

Lemma 3: Anticipated average difference between ) and
yy) for i € B®, where y<’> denotes the current global model

2
| Sl | <rwie.
Proof:
2
§O —y© 2 1 1 o _ y0\| (31
=2 == |5 2 (W -¥")| 6y
ieB® ieB(’) i'eB®
1
® (1)
—= > > v - (32)
ieB® eB®
1
3 5 s &)

il i,/ eBY

According to the update rule, i, i belong to same attacker
set, B® and due to that in (33), the summation of i = i/ will
be zero as in (33). In addition, there exists a ty such that 0 <
t — ty < ¢ for each random ¢ that yE,’O) = ygm) thus the global
model is upgraded for the selected clients every ¢. Therefore,
even for a random t, the difference between ygf) and yl@ is
upper bounded with ¢ updates. With not growing n, over ¢ and

Ny < 21, (33) can be further narrowed as

5 X el (34)
il ,i,i'eB®
1 to+i—1 2
=3 L | 2 ole(067) —all6"))] - 09
i:’ig}’) a
771 to+i—1 ) 2
WS bt e) -] o

i#l, i,i'eB®

n to+i—1
Y [l
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, N 12
e+

6259

(37)

In terms of expectation over (37)
1
IE|:BZ > } (38)

il ,i,i' eB®
. . 2
A8+ a5

(39)

f
y(/t) yl( )

w2

i, J=h
ii eB(’)

12127
2’7120L B to+1—1 5
< - Epo > > 26 (40)
Li#l i i,i' eB®
221
73’20 Ego| Y. 2G* (41)
il
L i,i'eB®
- 16n2(B — 1):2G? 42)
- B
< 1692G? (43)
[ |

where (42) given that there are no more than B(B 1) possible
pairs such that i # i’ in B®.

Lemma 4: In terms expectation over ||i(t) — y*ll2 for
FedXPro

Bl [5 -v[ ] < 3 P U
Proof:
2
JE[HW) v } (45)
2 2
1
P N R E ey
:eB(’> ieB®
(46)
< lIE: Z‘ v* 47)
- B
| ieB®
|
APPENDIX C
PROOF OF THEOREM 1
Proof: As described in Section II-C, with g? =
(1/B) Z,GB(,) gy, £”) and we get that
2
70 -y Hy(’) ng?” —y* (48)
2
=¥ —ng” -y - 3 ZVF( M)+ ZVF( ")
zeB(f) reB(’)
(49)
2
— g0y =2 ZVF 0
tEB(’) < )
2
+ 2| Z vE(y") - & (50)
lGB(’)
+2m< W _yx I Z VF( (t)) > VF( (r)) <:>>
teB(’) lEBW

(51

(1) _ *

27h< 0 _ *

)

lEB(’)
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Ay
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2 < O _ y* M Z VF( (r))’ Z VF( (t)) (r>> E[A>] = 0. It bounds A3 by Lemma 3 as follows:
leB(’) ieB" 2
A (t) 77; 0]
. R 5 SR I o] VT
1EB ! leB
Z VF( <’>) 2 Z VF( <’>) .(52) .
teB‘” teB‘” l Z (F( (0) —F*) (61)
—_ B yl i)
A3 Ay ieB®
Finally, A4 can be bounded utilizing the SGD variance bound
Begin by bounding A; 2
IGB(’)
icB® 1
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2 _ U]
T - | 3ol ) -5elo?)[ |
ieB® ieB®
2 2.2
- v -y VF( ) (54) <12 (64)
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e N of (48)
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b (58) Lemma 3 leads to (68). In terms of bounding As in (68),
2 we can show As in a alternative format as
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ieBU
where AM-GM and Cauchy-Schwarz inequalities bound )
with (54), Lemma 1 bound with (56) due to the p-convexity of + 2n Z Fr - 4Ln; Z F?
F;, and Lemma 2 leads to (58). Due to the unbiased gradient, B icB® icB®
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1
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Now with n; < 1/(4L) and v, = 2n:(1 — 2Ln;), we can
rearrange the Ag and later bound the Ag as
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While (71) results from the p-convexity, (72) from Lemma 1
and the AM-GM and the Cauchy—Schwarz inequalities,
and (74) from the fact that fact that ([vv,(1 — n,u)]/2n;) < 1.
Hence, we can upper bound As utilizing bound of Ag
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< 1677[2l2G2 —v(1 — n,L)f(E[ < (Z))]

A7

Z p,F*> +2nfh (78)

i=1

where, f(B(®,y),y’) in Definition 2 leads to (77) and
Definition 1 leads to (78). Since we define f and f in
Definition 2, A7 in (78) can be expanded as
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where p-convexity accounts for (83), condition —2n,(1 —
2Ln:)(1 — ;L) < —(3/4)n; accounts for (84), and (1 —
2Ln)(1 —nL) < —(1 —3Ln;) accounts for (85). Hence, As

can be finally bounded as
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Now, E[|J“*) — y*||2] can be bounded as

ol s <[l 3) b

+ 1 <32[2G2 6th> + 2n:(f — f).

By specifying A, = E[[[y‘*" —y*|?], M = 1+ (3f/8), C =
32:2G? + (02 /B) + 6fLh, D = 2h(f — f) we have that

Arr1 < (1 — M)A, + n?C + n,D. (88)
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